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Safety
Before installing this product, read the Safety Information.
ey Miiﬁl}%;aﬁﬂ”ﬂ S 5 s

Antes de instalar este produto, leia as Informagdes de Seguranca.

FERERAT LT, WiF4NRE Safety Information
(225 8)-

RRARBZA  HAMR " RLER, -
Prije instalacije ovog produkta obavezno procitajte Sigurnosne Upute.

Pred instalaci tohoto produktu si prectéte pfirucku bezpeénostnich instrukei.

Laes sikkerhedsforskrifterne, for du installerer dette produkt.

Lees voordat u dit product installeert eerst de veiligheidsvoorschriften.

Ennen kuin asennat tdman tuotteen, lue turvaohjeet kohdasta Safety Information.
Avant d'installer ce produit, lisez les consignes de sécurité.

Vor der Installation dieses Produkts die Sicherheitshinweise lesen.

Mpwv eykataoTroeTe TO TPOIOV autd, H1aBacTe TI§ MANPOQOPIES aopAlelas
(safety information).

TN M&NN DR IRIAR AT I%10 1PInw 1197

A termék telepitése elétt olvassa el a Biztonsagi el6irasokat!

Prima di installare questo prodotto, leggere le Informazioni sulla Sicurezza.
BEROREDHIC. REFERELHA IS,

2 M= ZXcH) &80 2t H-EE 21 CHA 2.

IMpen na ce MHCTAIMPA OBOJ NPOJIYKT, npountajre nudopmanujara 3a 0e30eaHOCT.
1§¢11£74%
‘1- - A *

Les sikkerhetsinformasjonen (Safety Information) fer du installerer dette produktet.

Przed zainstalowaniem tego produktu, nalezy zapoznac sie
z ksiazka "Informacje dotyczace bezpieczenstwa" (Safety Information).
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Antes de instalar este produto, leia as Informagdes sobre Seguranca.

Mepen ycTaHOBKOM NPOAYKTA MPOYTUTE UHCTPYKLIUA MO
TEeXHWKe 6830I'IS.CHOCTVI.

Pred instalaciou tohto zariadenia si pecitaje Bezpe&nostné predpisy.
Pred namestitvijo tega proizvoda preberite Varnostne informacije.

Antes de instalar este producto, lea la informacion de seguridad.

L&s sakerhetsinformationen innan du installerar den hér produkten.
By gvai ey fragwii] §x P52

5 Ry AR ARAR R RHN

Bu driind kurmadan &nce glvenlik bilgilerini ckuyun.

bl O opd ia i allias 0k et aiY besss (iSies

Youq mwngz yungh canjbin] neix gaxgong, itdingh aeu doeg aen
canjbinj soengq cungj vahgangj ancien siusik.

Safety statements

These statements provide the caution and danger information that is used in this documentation.

Important: Each caution and danger statement in this documentation is labeled with a number. This number
is used to cross reference an English-language caution or danger statement with translated versions of the

caution or danger statement in the Safety Information document.

For example, if a caution statement is labeled Statement 1, translations for that caution statement are in the

Safety Information document under Statement 1.

Be sure to read all caution and danger statements in this documentation before you perform the procedures.
Read any additional safety information that comes with your system or optional device before you install the

device.

S001
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ADANGER

Electrical current from power, telephone, and communication cables is hazardous.
To avoid a shock hazard:

e Connect all power cords to a properly wired and grounded electrical outlet/source.

¢ Connect any equipment that will be attached to this product to properly wired outlets/sources.
¢ When possible, use one hand only to connect or disconnect signal cables.

¢ Never turn on any equipment when there is evidence of fire, water, or structural damage.

¢ The device might have more than one power cord, to remove all electrical current from the
device, ensure that all power cords are disconnected from the power source.

S002

7l

CAUTION:

The power-control button on the device and the power switch on the power supply do not turn off the
electrical current supplied to the device. The device also might have more than one power cord. To
remove all electrical current from the device, ensure that all power cords are disconnected from the
power source.

S003

CAUTION:
If you install a strain-relief bracket option over the end of the power cord that is connected to the
device, you must connect the other end of the power cord to an easily accessible power source.

S004

CAUTION:

When replacing the lithium battery, use only Lenovo specified part number or an equivalent type
battery recommended by the manufacturer. If your system has a module containing a lithium battery,
replace it only with the same module type made by the same manufacturer. The battery contains
lithium and can explode if not properly used, handled, or disposed of.

Do not:

¢ Throw or immerse into water
¢ Heat to more than 100°C (212°F)
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¢ Repair or disassemble
Dispose of the battery as required by local ordinances or regulations.

S005

A

CAUTION:
The battery is a lithium ion battery. To avoid possible explosion, do not burn the battery. Exchange it
only with the approved part. Recycle or discard the battery as instructed by local regulations.

S006

VAV

CAUTION:
When laser products (such as CD-ROMs, DVD drives, fiber optic devices, or transmitters) are
installed, note the following:

¢ Do not remove the covers. Removing the covers of the laser product could result in exposure to
hazardous laser radiation. There are no serviceable parts inside the device.

¢ Use of controls or adjustments or performance of procedures other than those specified herein
might result in hazardous radiation exposure.

S007

VAV

CAUTION:
This product contains a Class 1M laser. Do not view directly with optical instruments.

S008

VAV

ADANGER

Some laser products contain an embedded Class 3A or Class 3B laser diode. Note the following:
Laser radiation when open. Do not stare into the beam, do not view directly with optical
instruments, and avoid direct exposure to the beam.
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S009

AV

CAUTION:
To avoid personal injury, disconnect the fan cables before removing the fan from the device.

S010

AL

CAUTION:
Do not place any object weighing more than 82 kg (180 Ib) on top of rack-mounted devices.

S011

AL

CAUTION:
Sharp edges, corners, or joints nearby.

S012

JAVAN

CAUTION:
Hot surface nearby.

S013

VAV

ADANGER

Overloading a branch circuit is potentially a fire hazard and a shock hazard under certain
conditions. To avoid these hazards, ensure that your system electrical requirements do not exceed
branch circuit protection requirements. Refer to the information that is provided with your device
for electrical specifications.
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So014

AL

CAUTION:
Hazardous voltage, current, and energy levels might be present. Only a qualified service technician is
authorized to remove the covers where the label is attached.

S015

JAV:N

CAUTION:
Make sure that the rack is secured properly to avoid tipping when the server unit is extended.

S016

VAN

CAUTION:
Some accessory or option board outputs exceed Class 2 or limited power source limits and must be
installed with appropriate interconnecting cabling in accordance with the national electric code.

S017

AA

CAUTION:
Hazardous moving fan blades nearby. Keep fingers and other body parts away.

S018

AL

CAUTION:
To reduce the risk of electric shock or energy hazards:

¢ This equipment must be installed or serviced by trained personnel in a restricted-access location,
as defined by the NEC, IEC 62368-1 and IEC 60950-1, the standard for Safety of Electronic
Equipment within the Field of Audio/Video, Information Technology and Communication
Technology.
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¢ Connect the equipment to a reliably grounded safety extra low voltage (SELV) source. An SELV
source is a secondary circuit that is designed so that normal and single fault conditions do not
cause the voltages to exceed a safe level (60 V direct current).

¢ The branch circuit overcurrent protection must be rated at a minimum of 5 A to a maximum of 15 A.

¢ Use 14 American Wire Gauge (AWG) or 2.5 mm? copper conductor only, not exceeding 3 meters in
length.

¢ Torque the wiring-terminal screws to 12 inch-pounds (1.4 newton-meters).
¢ Incorporate a readily available approved and rated disconnect device in the field wiring.

S019
—
N
VN
CAUTION:

The power-control button on the device does not turn off the electrical current supplied to the device.
The device also might have more than one connection to dc power. To remove all electrical current
from the device, ensure that all connections to dc power are disconnected at the dc power input
terminals.

S020

A

CAUTION:
To avoid personal injury, before lifting the unit, remove all the blades to reduce the weight.

S021

VAV

CAUTION:
Hazardous energy is present when the blade is connected to the power source. Always replace the
blade cover before installing the blade.

S022

VAV

CAUTION:
To reduce the risk of electric shock or energy hazards:

¢ This equipment must be installed or serviced by trained personnel in a restricted-access location,
as defined by the NEC, IEC 62368-1 and IEC 60950-1, the standard for Safety of Electronic

© Copyright Lenovo 2015, and 2015, 2022,
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Equipment within the Field of Audio/Video, Information Technology and Communication
Technology.

Connect the equipment to a reliably grounded safety extra low voltage (SELV) source. An SELV
source is a secondary circuit that is designed so that normal and single fault conditions do not
cause the voltages to exceed a safe level (60 V direct current).

The branch circuit overcurrent protection must be rated at a minimum of 13 A to a maximum of 15
A.

Use 16 American Wire Gauge (AWG) or 1.3 mm2 copper conductor only, not exceeding 3 meters in
length.

Torque the wiring-terminal screws to 12 inch-pounds (1.4 newton-meters).
Incorporate a readily available approved and rated disconnect device in the field wiring.

S023

VAV

CAUTION:
Do not place any object weighing more than 50 kg (110 Ib) on top of rack-mounted devices.

S024

VAV

CAUTION:
To reduce the risk of electric shock or energy hazards:

This equipment must be installed or serviced by trained personnel in a restricted-access location,
as defined by the NEC, IEC 62368-1 and IEC 60950-1, the standard for Safety of Electronic
Equipment within the Field of Audio/Video, Information Technology and Communication
Technology.

Connect the equipment to a reliably grounded safety extra low voltage (SELV) source. An SELV
source is a secondary circuit that is designed so that normal and single fault conditions do not
cause the voltages to exceed a safe level (60 V direct current).

The branch circuit overcurrent protection must be rated at a minimum of 12 A to a maximum of 15
A.

Use 14 American Wire Gauge (AWG) or 2.5 mm?2 copper conductor only, not exceeding 3 meters in
length.

Torque the wiring-terminal screws to 12 inch-pounds (1.4 newton-meters).
Incorporate a readily available approved and rated disconnect device in the field wiring.

S025

X
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CAUTION:
Do not place any object on top of rack-mounted devices.

S026
/i\A
CAUTION:
Hazardous moving parts are nearby.
S027
VAVLN
CAUTION:

This equipment is designed to permit the connection of the earthed conductor of the dc supply circuit
to the earthing conductor at the equipment. If this connection is made, all of the following conditions
must be met:

¢ This equipment shall be connected directly to the dc supply system earthing electrode conductor
or to a bonding jumper from an earthing terminal bar or bus to which the dc supply system earthing
electrode conductor is connected.

¢ This equipment shall be located in the same immediate area (such as, adjacent cabinets) as any
other equipment that has a connection between the earthed conductor of the same dc supply
circuit and the earthing conductor, and also the point of earthing of the dc system. The dc system
shall not be earthed elsewhere.

¢ The dc supply source shall be located within the same premises as this equipment.

e Switching or disconnecting devices shall not be in the earthed circuit conductor between the dc
source and the point of connection of the earthing electrode conductor.

S028

VAV

CAUTION:
To reduce the risk of electric shock or energy hazards:

¢ This equipment must be installed or serviced by trained personnel in a restricted-access location,
as defined by the NEC, IEC 62368-1 and IEC 60950-1, the standard for Safety of Electronic
Equipment within the Field of Audio/Video, Information Technology and Communication
Technology.

¢ Connect the equipment to a reliably grounded safety extra low voltage (SELV) source. An SELV
source is a secondary circuit that is designed so that normal and single fault conditions do not
cause the voltages to exceed a safe level (60 V direct current).

¢ The branch circuit overcurrent protection must be rated 20 A.
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¢ Use 12 American Wire Gauge (AWG) or 2.5 mm? copper conductor only, not exceeding 4.5 meters in
length.

¢ Incorporate a readily available approved and rated disconnect device in the field wiring.

S029

ADANGER

For -48V dc power supply, electrical current from power cables is hazardous.
To avoid a shock hazard:

¢ To connect or disconnect -48V dc power cables when you need to remove/replace install
redundancy power supply unit(s).

To Connect: To Disconnect:
1. Turn OFF subject dc power source(s) and equipment 1. Disconnect or turn off the subject dc power source(s)
(s) that are attached to this product. (at the breaker panel) before removing the power
2. Install the power supply unit(s) into the system supply unit(s).
housing. 2. Remove the subject dc cable(s).
3. Attach dc power cable(s) to the product. 3. Unplug the subject power supply unit(s) from the

¢ Ensure correct polarity of -48 V dc connections: system housing.

RTN is + and -48 V dc is -. Earth ground should
use a two-hole lug for safety.

4. Connect dc power cable(s) to subject power source
(s)-

5. Turn ON all the power source(s).

S030

A\

CAUTION:
To avoid personal injury, before lifting the unit, remove all the blades, power modules, and other
removable modules to reduce the weight.

S031

/|

CAUTION:

/|
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This product does not provide a power-control button. Turning off blades or removing power modules
and I/0 modules does not turn off electrical current supplied to the product. The product also might
have more than one power cord. To remove all electrical current from the product, ensure that all
power cords are disconnected from the power source.

S032

VAV

CAUTION:
To reduce the risk of electric shock or energy hazards:

This equipment must be installed or serviced by trained personnel in a restricted-access location,
as defined by the NEC, IEC 62368-1 and IEC 60950-1, the standard for Safety of Electronic
Equipment within the Field of Audio/Video, Information Technology and Communication
Technology.

Connect the equipment to a properly grounded safety extra low voltage (SELV) source. A SELV
source is a secondary circuit that is designed so that normal and single fault conditions do not
cause the voltages to exceed a safe level (60 V direct current).

See the specifications in the product documentation for the required circuit-breaker rating for
branch circuit overcurrent protection.

Use copper wire conductors only. See the specifications in the product documentation for the
required wire size.

See the specifications in the product documentation for the required torque values for the wiring-
terminal screws.

Incorporate a readily available approved and rated disconnect device in the field wiring.

S033

£2\

CAUTION:
Hazardous energy present. Voltages with hazardous energy might cause heating when shorted with
metal, which might result in spattered metal, burns, or both.

S034

CAUTION:
Always install the slide retention screw.

S035
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L

CAUTION:

Never remove the cover on a power supply or any part that has this label attached. Hazardous voltage,
current, and energy levels are present inside any component that has this label attached. There are no
serviceable parts inside these components. If you suspect a problem with one of these parts, contact
a service technician.

S036

18-32 kg 32-55 kg
39-70 Ib 70-1211b

18 - 32 kg (39 - 70 Ib) 32 - 55 kg (70 - 121 Ib)

CAUTION:
Use safe practices when lifting.

S037

55-100 kg
121-2201b

CAUTION:
The weight of this part or unit is more than 55 kg (121.2 Ib). It takes specially trained persons, a lifting
device, or both to safely lift this part or unit.

R002

A

ADANGER

Always lower the leveling pads on the rack cabinet.

Always install stabilizer brackets on the rack cabinet.

Always install the heaviest devices in the bottom of the rack cabinet.

Always install servers and optional devices starting from the bottom of the rack cabinet.

UL regulatory information

This device is for use only with Listed chassis.
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Attention: This product is suitable for use on an IT power distribution system whose maximum phase-to
phase-voltage is 240 V under any distribution fault condition.

© Copyright Lenovo 2015, and 2015, 2022,
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Chapter 1. Introduction

The Lenovo Flex System Enterprise Chassis Types 7893, 8721, and 8724 is a 10U next-generation server
platform with integrated chassis management. It is a compact, high-density, high-performance, rack-
mounted, scalable server platform system.

The Flex System Enterprise Chassis has fourteen node bays that support up to fourteen 1-bay compute
nodes or up to seven 2-bay compute nodes when the shelves are removed from the chassis. You can use
both 1-bay and 2-bay compute nodes to meet your specific hardware needs.

The Flex System Enterprise Chassis also supports 4-bay storage nodes, when the shelves and shelf
supports are removed from the chassis. The Flex System Enterprise Chassis can support up to three 4-bay
storage nodes or storage expansion enclosures.

The compute nodesand storage nodes share common resources, such as power, cooling, management, and
I/O resources in the chassis.

Note:

¢ A 1-bay compute node occupies one node bay in the chassis.

¢ A 1-bay compute node with captive-mode expansion node occupies two adjacent node bays
(horizontally) in the chassis and requires the chassis shelf to be removed prior to installation.

¢ A 2-bay compute node occupies two adjacent node bays (horizontally) in the chassis and requires the
chassis shelf to be removed prior to installation.

¢ A 4-bay storage node or storage expansion enclosure occupies four adjacent node bays (two vertically
and horizontally) in the chassis and requires the chassis shelves and shelf supports to be removed prior to
installation.

The Flex System Enterprise Chassis can support the following components:

e Up to fourteen 1-bay compute nodes or up to seven 2-bay compute nodes with the shelves removed.

e Up to seven 1-bay compute nodes with captive-mode expansion node (each assembly occupies two
node bays).

¢ Up three 4-bay storage nodes or storage expansion enclosures with the shelves and shelf supports
removed.

e Up to six power supplies. 200-240 V ac power supplies, 240-380 V dc power supplies, and -48 V to -60 V
dc power supplies are available.

e Up to ten fan modules (two 40 mm fan modules and eight 80 mm fan modules).
¢ Four I/0O modules (two redundant pairs), with the following features in each module:

— Afour-lane physical interconnect that supports speeds up to 16 Gbps, four-lanes to each single node
bay or eight-lanes to each full-width node bay (two adjacent bays), 16 Gbps per lane. The four lanes
support 4x10 Gbps (40 Gbps) or Fourteen Data Rate InfiniBand at 56 Gbps.

— Four x1 ports or a single x4 port on each compute node
— Upto 16 logical I/O modules (four per physical I/O module)
¢ One Flex System Manager management node, which provides multiple-chassis management support.

¢ Two Lenovo Flex System Chassis Management Modules (CMMs) for redundancy. A CMM provides
single-chassis management support.

e Two fan logic modules, which detect fan module presence and provide a communication path to the fan
modules.

© Copyright Lenovo 2015, and 2015, 2022,
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¢ Two fan distribution cards, which pass the power and signals from the midplane to the fan modules and
the fan logic modules.

¢ One rear LED card, which stores the vital product data (VPD) of the chassis components.

The chassis system provides the following features:
e X-Architecture

The Flex System Enterprise Chassis is an X-Architecture system that uses proven innovative technologies
to build powerful, scalable, and reliable compute node platforms. It provides features such as Predictive
Failure Analysis (PFA) and real-time diagnostics.

e Compute node expansion capabilitiesYou can install up to fourteen 1-bay compute nodes or seven 2-
bay compute nodes in the chassis. Some compute nodes have connectors for additional optional devices
that you can use to add capabilities to the compute nodes. For example, you can install optional I/O
expansion adapters to add network interfaces or storage through the 1/0 modules.

¢ Hot-swap capabilities
All component bays in the chassis are hot-swappable. For example, you can add, remove, or replace a

compute node, I/O module, Flex System Manager management node, Chassis Management Module, fan
logic module, fan module, or power supply without disconnecting the power from the chassis.

¢ High-availability design
The following components in the chassis enable continued operation if one of the components fails:
— Power supplies

The power supplies support a single power domain that provides dc power to all of the chassis
components. If a power supply fails, the other power supplies can continue to provide power. For
power redundancy, additional power supplies can be installed.

Note: The power management policy that you have implemented for the chassis determines the result
of a power-supply failure.
- 1/0 modules

The I/0 module bays provide a four-lane physical interface to each 1-bay compute node that supports
speeds up to 56 Gbps. The I/O modules must be installed in pairs if you want them to be redundant.

— Fan modules

The fan modules provide cooling to all of the chassis components.
— Fan logic modules

The fan logic modules enable the Chassis Management Module to monitor the fans and control fan
speed.

e Chassis midplane

The chassis midplane provides the following features:

Redundant high-speed serialize/deserialize (SERDES) interconnects between compute nodes and 1/0
modules

I2C communication paths between the CMM and all devices in the chassis

1 Gb Ethernet communication paths between the CMM and all compute nodes and 1/0O modules

Power distribution to all nodes and modules

The midplane provides hot-swap connectors for the following components:

— Fourteen 1-bay compute nodes or seven 2-bay compute nodes
— Four I/0O modules
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Two CMMs
Six power supplies

Ten fan modules

Two fan logic modules
¢ Systems management

If an Flex System Manager management node is installed, it provides configuration and management
support for multiple chassis, their devices, and the compute nodes locally or remotely. For more
information about the Flex System Manager, see http://flexsystem.lenovofiles.com/help/index.jsp.

The Lenovo Flex System Chassis Management Module (Chassis Management Module or CMM) provides
single-chassis management. The Chassis Management Module is used to communicate with the system-
management processor in each compute node to provide system monitoring, event recording, and alerts
and to manage the chassis, its devices, and the compute nodes. The chassis supports up to two CMMs. If
one CMM fails, the second CMM can detect its inactivity, activate itself, and take control of the system
without any disruption. For more information about the CMM, see http://flexsystem.lenovofiles.com/help/
topic/com.lenovo.acc.cmm.doc/cmm_product_page.html.

Table 1 “Minimum chassis configuration” on page 3 shows the minimum component configuration that is
required for the Flex System Enterprise Chassis to operate.

Table 1. Minimum chassis configuration

Component

Bay

Two power supplies

Power-supply bays 1 and 4

Two 40 mm fan modules

Fan bays 5 and 10

Four 80 mm fan modules

Fanbays 1,2,6,and 7

Two fan logic modules

Fan logic bays 1 and 2

Flex System Manager (optional, one per chassis) Node bay 1
One Chassis Management Module CMM bay 1
One I/O module 1/0 bay 1

One compute node

Node bays 2 - 14

Record information about the Flex System Enterprise Chassis in Table 2 “Chassis reference information” on
page 3. You will need this information for future reference.

Table 2. Chassis reference information

Chassis reference information

Product name
Machine type

Model number

Flex System Enterprise Chassis

7893, 8721, or 8724

Serial number

The serial number and model number are on the top, front, and rear of the chassis. The following illustration
shows the location of the label on the front of the chassis.
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If the chassis comes with an RFID tag, it is attached to the lower-right corner of the bezel. The following
illustration shows the location of the RFID tag on the front of the chassis.
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Chassis RFID tag

Related documentation

Use this information to identify and locate related chassis documentation.

This Installation and Service Guide contains general information about the Flex System Enterprise Chassis,
including how to install and configure the chassis. It also contains information to help you solve problems
yourself and instructions for removing and installing components, and it contains information for service
technicians. The following documentation is also available:

e Safety Information
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This document is in PDF. It contains translated caution and danger statements. Each caution and danger
statement that appears in the documentation has a number that you can use to locate the corresponding
statement in your language in the Safety Information document.

Lenovo Warranty Information

This printed document contains the warranty terms and a pointer to the Lenovo Statement of Limited
Warranty.

Environmental Notices and User Guide

This document is in PDF. It contains translated environmental notices.
License Agreement for Machine Code

This document is in PDF. It provides translated versions of the License Agreement for Machine code for
your compute node.

Linux License Information and Attributions

This document is in PDF. It provides information about the open-source notices.
Chassis Management Module Command-Line Interface Reference Guide

This document is in PDF. It explains how to use the Chassis Management Module command-line interface
(CLI) to directly access chassis management functions. The command-line interface also provides access
to the text-console command prompt on each compute node through a Serial over LAN (SOL) connection.

Chassis Management Module Installation Guide

This document is in PDF. It provides information about installing and configuring the Chassis Management
Module.

To check for updated documentation, see http://flexsystem.lenovofiles.com/help/index.jsp.

Brocade documentation

Use this information to identify and locate related Brocade documentation.

The following section introduces Brocade documents that you might find useful for the installation and
administration.

EN4023 User Guide

— Network OS Layer 2 Switching Configuration Guide - http://www.brocade.com/content/html/en/
configuration-guide/nos-601a-12guide/

— Network OS Command Reference Guide - http://www.brocade.com/content/html/en/command-
reference-guide/nos-601a-commandref/index.html

— Network OS Message Reference - http://www.brocade.com/content/html/en/message-reference-guides/
nos-601a-messageref/wwhelp/ wwhimpl/js/html/wwhelp.htm

FC5022 User Guide

— Fabric OS Administrator's Guide - http://www.brocade.com/content/html/en/administration-guide/fos-
740-adminguide/

— Fabric OS Command Reference - http://www.brocade.com/content/html/en/command-reference-guide/
fos-741-commandref/wwhelp/ wwhimpl/js/html/wwhelp.htm

— Fabric OS Message Reference - http://www.brocade.com/content/html/en/message-reference-guides/
FOS_740_MESSAGES/wwhelp/ wwhimpl/js/html/wwhelp.htm#href=Title.1.2.html

— Access Gateway Administrator's Guide - http://www.brocade.com/content/html/en/administration-guide/
fos-740-accessgateway/index.html
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The Lenovo Documentation CD

The documentation CD contains documentation for your Lenovo Flex System Enterprise Chassis Types
7893, 8721, and 8724 in Portable Document Format (PDF) and includes a documentation browser to help
you find information quickly.

Hardware and software requirements

The Lenovo Documentation CD requires the following minimum hardware and software:

¢ MicrosoftWindows or Red Hat Linux

¢ 100 MHz microprocessor

e 32 MB RAM

e AdobeAcrobat Reader 3.0 (or later) or xpdf, which comes with Linux operating systems

Using the Documentation browser

Use the Documentation Browser to browse the contents of the CD, read brief descriptions of the documents,
and view documents, using AdobeAcrobat Reader or xpdf. The Documentation Browser automatically
detects the regional settings in use in your system and presents the information in the language for that
region (if available). If a topic is not available in the language for that region, the English-language version is
displayed.

Use one of the following procedures to start the Documentation Browser:

¢ If Autostart is enabled, insert the CD into the DVD drive. The Documentation Browser starts automatically.
e |f Autostart is disabled or is not enabled for all users:

— If you are using a Windows operating system, insert the CD into the DVD drive, and click Start = Run.
In the Open field, type: e:\win32.hat

where e is the drive letter of your DVD drive, and click OK.

— If you are using a Red Hat Linux, insert the CD into the DVD drive; then, run the following command
from the /mnt/cdrom directory: sh runlinux.sh

Select your Flex System Enterprise Chassis from the Product menu. The Available Topics list displays all
the documents for your product. Some documents might be in folders. A plus sign (+) indicates each folder
or document that has additional topics under it. Click the plus sign to display the additional documents.

When you select a document, a description of the document appears under Topic Description. To select
more than one document, press and hold the Ctrl key while you select the documents. Click View Book to
view the selected document or documents in Acrobat Reader or xpdf. If you selected more than one
document, all the selected documents are opened in Acrobat Reader or xpdf.

To search all the documents, type a word or word string in the Search field and click Search. The
documents in which the word or word string appears are listed in order of the most occurrences. Click a
document to view it, and press Ctrl+F to use the Acrobat search function, or press Alt+F to use the xpdf
search function within the document.

Click Help for detailed information about using the Documentation Browser.

Notices and statements in this document

The caution and danger statements in this document are also in the multilingual Safety Information
document, which is on the Documentation CD. Each statement is numbered for reference to the
corresponding statement in your language in the Safety Information document.
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The following notices and statements are used in this document:

Note: These notices provide important tips, guidance, or advice.

Important: These notices provide information or advice that might help you avoid inconvenient or
problem situations.

Attention: These notices indicate potential damage to programs, devices, or data. An attention notice is
placed just before the instruction or situation in which damage might occur.

Caution: These statements indicate situations that can be potentially hazardous to you. A caution
statement is placed just before the description of a potentially hazardous procedure step or situation.

Danger: These statements indicate situations that can be potentially lethal or extremely hazardous to you.

A danger statement is placed just before the description of a potentially lethal or extremely hazardous
procedure step or situation.

Features and specifications

This topic provides a summary of the specifications of the chassis.

Size (10V)

Height: 440 mm (17.32in.)

Depth: 830 mm (32.68 in.)

Width: 447 mm (17.6 in.)

Weight:

Fully configured (stand-alone): approximately 220.4 kg (486.1 Ib)

Fully configured (in the rack): approximately 225.6 kg (497.4 Ib)

Empty chassis with shelves: approximately 65.7 kg (145 Ib)

Empty chassis without shelves: approximately 44.4 kg (98 Ib)

Node bays (front)

The chassis comes with fourteen node bays on the front that can physically contain the following:

Up to fourteen 1-bay compute nodes.

Note: The exact maximal number of supported 1-bay nodes is determined by input voltage and power
redundancy policy. See the following table for detailed combinations, or alternatively, refer to https://
datacentersupport.lenovo.com/us/en/products/solutions-and-software/software/lenovo-capacity-planner/
solutions/ht504651 for more details.

See the following tables for limited maximal number of different nodes that are supported in the same
chassis.

Chapter 1. Introduction

7


https://datacentersupport.lenovo.com/us/en/products/solutions-and-software/software/lenovo-capacity-planner/solutions/ht504651
https://datacentersupport.lenovo.com/us/en/products/solutions-and-software/software/lenovo-capacity-planner/solutions/ht504651
https://datacentersupport.lenovo.com/us/en/products/solutions-and-software/software/lenovo-capacity-planner/solutions/ht504651

8

Table 3. Limited maximal number of SN550 in the same chassis

2500 W power output (200-208 V ac) 2745 W power
output (200 or
higher V ac)

Processor TDP N+1 N+N N+N N+N
N=3 N=3 N=3 N=3
4 PSUs 6 PSUs 6 PSUs 6 PSUs
with throttling with throttling without without
throttling throttling
85W 14 14 12 13
105 W 14 14 11 12
125 W 14 14 10 11
130 W 14 14 10 11
140 W 13 14 10
150 W 13 14 10
165 W 12 13 9
Table 4. Limited maximal number of SN550 V2 in the same chassis
2500 W power output (200-208 V ac)
Pr°T°§;5°r N+1 N+1 N+N N+1 N+N

N=4 N=3 N=3 N=5 N=3

5 PSUs 4 PSUs 6 PSUs 6 PSUs 6 PSUs

With With With No throttle No throttle

throttle throttle throttle

105 W 14 14 14 14 9
120 W 14 13 14 14 8
135 W 14 12 13 13 8
140 W 14 12 13 13 8
150 W 14 12 12 12 7
165 W 14 11 11 12 7
185 W 13 10 10 11 6
195 W 13 9 9 10 6
205w 13 9 9 10 6
230w 12 9 9 9 5
2745 W power output (220-240 V ac)
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Table 4. Limited maximal number of SN550 V2 in the same chassis (continued)

Pr°1‘.’§:s°r N+1 N+1 N+N N+1 N+N

N=4 N=3 N=3 N=5 N=3
5 PSUs 4 PSUs 6 PSUs 6 PSUs 6 PSUs
With With With No throttle No throttle
throttle throttle throttle

105W 14 14 14 14 10

120 W 14 13 14 14 9

135W 14 12 13 14 9

140 W 14 12 13 14 9

150 W 14 12 12 13 8

165 W 14 11 11 13 8

185 W 14 11 11 12 7

195 W 14 10 10 11 6

205 W 14 10 10 11 6

230w 13 9 9 10 6

e Up to seven 2-bay compute nodes (with the shelves removed from the chassis)

¢ Up to three 4-bay storage nodes or enclosures (with the shelves removed from the chassis)

¢ Mixing of 1-bay, 2-bay and 4-bay nodes (with the shelves removed from the chassis)

Device capacity (rear)

The chassis comes with the following bays on the rear:

Two hot-swap Chassis Management Module bays
Six hot-swap power-supply bays

Ten hot-swap fan bays

Four hot-swap I/0 bays

Two hot-swap fan logic bays

Upgradeable microcode

Microcode is upgradeable when fixes or features are added.

* Flex System Manager management node firmware

¢ Chassis Management Module firmware

I/0 module firmware

e Compute node firmware

Security features
¢ | ogin password for remote connection
® Secure Sockets Layer (SSL) security for remote management access

¢ Lightweight Directory Access Protocol (LDAP)

¢ Trusted and signed firmware
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Predictive Failure Analysis (PFA) alerts
e Power supplies
¢ Node dependent features

Electrical input

¢ Rated voltage and frequency 200 - 240 V ac single phase at 47-63 Hz
¢ Inrush current (chassis maximum) 40 A

¢ Leakage current (chassis maximum) 580 uA

¢ Branch circuit breaker 20 A maximum

Power supplies
¢ Minimum: Two hot-swap power supplies
e Maximum: Six hot-swap power supplies

¢ Available with 2100 Watt or 2500 Watt, 200 - 240 V ac power supplies (IEC 60320 type C20 line cord
connector)

e Available in certain markets with 2500 Watt, 240 - 380 V dc power supplies (RF-203 line cord connector)
e Optional 2500 Watt, -48 to -60 V dc power supplies (2 position power connector)

Fan

Up to 10 variable-speed, hot-swap fan modules are supported, including the following:
¢ Two 40 mm fan modules

¢ Up to eight 80 mm fan modules

Management modules
Two hot-swap Chassis Management Modules

I/0 modules

Supports up to four scalable switch modules with each providing a 4-lane physical interconnect.

Heat output
¢ Approximate heat output:

— Minimum configuration: 1365 Btu per hour (400 watts)

— Maximum configuration: 44,017 Btu per hour (12,900 watts)
¢ Declared sound power level: 7.5 bels

¢ Chassis airflow: Full chassis configuration with all nodes, 1/0 modules, power supplies, and fan modules
installed.

— Minimum - 270 CFM
— Maximum - 1,020 CFM

Environment:
The Flex System Enterprise Chassis complies with ASHRAE class A3 specifications.
e Poweron1:

— Temperature: 5°C - 40°C (41°F - 104°F) 3

1. Chassis is powered on.

10 Lenovo Flex System Enterprise Chassis Installation and Service Guide



Humidity, non-condensing: -12°C dew point (10.4°F) and 8% - 85% relative humidity ¢
Maximum dew point: 24°C (75°F)

Maximum altitude: 3048 m (10,000 ft)

Maximum rate of temperature change: 5°C/hr (41°F/hr) 4

e Power off 2;
— Temperature: 5°C to 45°C (41°F - 113°F)
— Relative humidity: 8% - 85%
— Maximum dew point: 27°C (80.6°F)
e Storage (non-operating):
Temperature: 1°C to 60°C (33.8°F - 140°F)
Altitude: 3050 m (10,006 ft)
Relative humidity: 5% - 80%
Maximum dew point: 29°C (84.2°F)
¢ Shipment (non-operating) 3:
Temperature: -40°C to 60°C (-40°F - 140°F)
Altitude: 10,700 m (35,105 ft)
Relative humidity: 5% - 100%
Maximum dew point: 29°C (84.2°F) 8

Major chassis components

The major components in the Flex System Enterprise Chassis include an Flex System Manager management
node, compute nodes, I/0 modules, power supplies, fan modules, fan distribution cards, fan logic modules,
the front panel LED card, and the rear LED card.

The following illustration shows the major components in the Flex System Enterprise Chassis:

2. Chassis is removed from original shipping container and is installed but not in use, for example, during repair,
maintenance, or upgrade.

3. The equipment acclimation period is 1 hour per 20°C of temperature change from the shipping environment to the
operating environment.
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Front view of the Flex System Enterprise Chassis

Compute nodes, the Flex System Manager management node, and the front panel LED card are in the front
of the Flex System Enterprise Chassis.

Note: For proper cooling, each bay in the chassis must contain either a device or a filler.

The following illustration shows the front of the chassis.

Bay 13 —___ al L Bay 14
Bay 11 - Bay 12
Bay 9 - | Bay 10
Bay7 - n - Bay 8
Bay 5 - ] - Bay 6
Bay 3 - | Bay 4
Bay 1. s _—Bay2

Inforr’fnation panel
Front information panel

The Flex System Enterprise Chassis has LEDs on the front information panel that you can use to obtain the
status of the chassis.
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The following illustration shows the chassis front information panel LEDs. The Identify, Check log, and Fault
LEDs on the chassis front panel are also visible on the rear of the chassis. For more information about using
the chassis front information panel LEDs, see “Front information panel LEDs” on page 921.

lenovo. T = !

/ / /
/ / /

/, /, /
/ / /

White backlit Identify  Check  Fault
Lenovo logo LED logLED  LED

Compute nodes

Compute nodes contain components such as microprocessors, memory, Ethernet controllers, and hard disk
drives. They receive power and network connections from the Flex System Enterprise Chassis.

The Flex System Enterprise Chassis supports up to fourteen 1-bay compute nodes or up to seven 2-bay
compute nodes when the chassis shelves are removed.

1 - bay
compute

2 - bay
compute &
node . -~

For more information about the compute nodes that are available for the Flex System Enterprise Chassis, see
http://flexsystem.lenovofiles.com/help/topic/com.lenovo.acc.common.nav.doc/compute_blades.html.

To determine which compute nodes are compatible with the Flex System Enterprise Chassis, see http://
www.lenovo.com/serverproven/.

Storage nodes

Storage nodes include control modules and disk drives. They receive power and network connections from
the Flex System Enterprise Chassis.

An Flex System storage node consists of a storage control enclosure mounted in an Flex System Enterprise
Chassis. Each storage node might also include one or more storage expansion enclosures.

See http://flexsystem.lenovofiles.com/help/topic/com.lenovo.acc.4939.doc/site_product_page.html for more
information about the storage nodes that are available for the Flex System Enterprise Chassis.
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Note: A 4-bay storage control enclosure or expansion enclosure occupies four adjacent node bays (two
vertically and horizontally) in the chassis and requires the chassis shelves and shelf supports to be removed
prior to installation.

Flex System Manager management node

The Flex System Manager management node is a platform management appliance that you can use to
configure and manage multiple chassis platforms remotely.

The Flex System Manager management node provides systems-management functions for all compute
nodes in a multiple-chassis configuration. The management node can be installed in any node bay.

Flex System
Manager management
node

¢ You can install up to two management nodes in a multiple-chassis configuration for redundancy (one
management node in two of the chassis). This enables the system to continue to operate without
disruption if one fails.

¢ When you install a second management node in a multiple-chassis configuration, make sure that it is
installed in a different node bay than the first management node in the first chassis. For example, if the
first management node is in node bay 1 of the first chassis, then the second management node must be in
a node bay other than node bay 1 in a different chassis.

¢ The management nodes default static IP address depends in part on the node bay that it is installed in. If
you install two management nodes in the same node bay in different chassis in a multiple-chassis
configuration, they will have the same default IP address.

¢ In a configuration with two management nodes, configure one management node and bring it up before
you configure the second management node.

The Flex System Manager management node provides the following features and functions:

¢ Basic life-cycle management of all chassis components:

Configuration, diagnostics, health, alerts, and updates

Multiple-chassis management (optional feature)

Network manager

Service and support manager
e Service data collection
e Advanced managers:

— Network control

— Storage control

— VMcontrol - Enterprise (optional feature)
The Service and Support Manager function of the Flex System Manager automatically detects serviceable
hardware problems and collects supporting data for serviceable hardware problems that occur on your
monitored systems.

The Electronic Service Agent tool is integrated with Service and Support Manager and transmits serviceable
hardware problems and associated support files to Support.
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For more information about the Flex System Manager, see http://flexsystem.lenovofiles.com/help/index.jsp.

Rear view of the chassis

Fan modules, I/0 modules, power supplies, fan logic modules, and the Lenovo Flex System Chassis
Management Modules are in the rear of the Flex System Enterprise Chassis.

Note: Each bay in the chassis must contain either a device or a filler.

The following illustration shows the rear view of the chassis.

Power
I/O module  Fan 1/0 module supply /O module Fan I/0 module
bay 1 bay 10 bay 3 bay 3 bay2 bay5  bay4
CMM
Power bay 2
supply
bay 6 — | Fan
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bay 9 — | Fan
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supply — supply
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Power supply Fan CMM
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Flex System Chassis Management Module

The Lenovo Flex System Chassis Management Module (Chassis Management Module or CMM) is a hot-
swap module that configures and manages all installed chassis components. The chassis comes with one
Chassis Management Module in the CMM bays.

The Chassis Management Module provides the communication link with a compute node system-

management processor (also called the integrated management module). It supports compute node features

such as power-on requests, error and event reporting.

The CMM provides the following features and functions:
¢ Single-chassis management

¢ Power control and fan management

¢ Chassis and compute node initialization

¢ Chassis management network

¢ Diagnostics

¢ Service data collection and call home services
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* Resource discovery and inventory management
¢ Resource alerts and monitoring management

¢ Chassis and compute node power management
¢ Network management

The Chassis Management Module provides systems-management functions. It contains the following
connections:

¢ A serial management connector (mini-USB form factor) for a local connection to another computer, such
as a notebook computer

e An external standard USB connector (future use)
e A 10/100/1000 Mbps remote management and console (Ethernet) connector

The following is an illustration of the Chassis Management Module:

Reset

Ethernet port
activity LED

—Remote management
and console (Ethernet)
connector

Ethernet port link LED

Serial-management
connector

—USB connector

Power-on LED
—Active LED
Fault LED

The chassis supports up to two Chassis Management Modules, and they must be installed in the CMM bays.

For more information about the Lenovo Flex System Chassis Management Module, see http://
flexsystem.lenovofiles.com/help/topic/com.lenovo.acc.cmm.doc/cmm_product_page.html.

CMM controls and indicators

The Flex System Chassis Management Module (CMM) has LEDs and controls that you can use to obtain
status information and restart the CMM.
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The CMM has the following LEDs and controls:

Reset button

Use this button to restart the Chassis Management Module. Insert a straightened paper clip into the
reset button pinhole; then, press and hold the button in for at least one second to restart the CMM. The

restart process initiates upon release of the reset button but might not be immediately apparent in some
cases.

Attention: If you press the reset button, hold it for at least 10 seconds, then release it, the CMM will
restart and reset back to the factory default configuration. Be sure to save your current configuration
before you reset the CMM back to factory defaults. The combined reset and restart process initiates
upon release of the reset button but might not be immediately apparent in some cases.

Note: Both the CMM restart and reset to factory default processes require a short period of time to
complete.
Power-on LED
When this LED is lit (green), it indicates that the CMM has power.
Active LED
When this LED is lit (green), it indicates that the CMM is actively controlling the chassis.

Only one CMM actively controls the chassis. If two CMMs are installed in the chassis, this LED is lit on
only one CMM.

Fault LED
When this LED is lit (yellow), an error has been detected in the CMM. When the error LED is lit, the
chassis fault LED is also lit.

Ethernet port link (RJ-45) LED
When this LED is lit (green), it indicates that there is an active connection through the remote
management and console (Ethernet) port to the management network.

Ethernet port activity (RJ-45) LED

When this LED is flashing (green), it indicates that there is activity through the remote management and
console (Ethernet) port over the management network.

CMM input and output connectors

The Flex System Chassis Management Module provides one serial connector (mini-USB) and one Ethernet
connector for remote management and one standard USB connector.

Chapter 1. Introduction 17



Remote management and
|—console (Ethernet) connector

[

Serial-management
connector

@/ USB connector

o
o
o

Remote management and console (Ethernet) connector
The remote management and console connector (RJ-45) is the management network connector for all
chassis components. This 10/100/1000 base T Ethernet connector is usually connected to the
management network through a top-of-rack switch. During the initial setup of an optional management
node, the system console is connected to the top-of-rack switch that is connected to this Ethernet port.

Serial-management connector
The serial-management connector (RS-232, mini-USB form factor) is used to connect the CMM to a
management device, through a serial cable or serial management network, to manage the chassis. This
connector provides local access for the CMM to the Serial over LAN (SOL) interface of any compute
node. For example, you can connect a notebook computer to the serial-management connector and use
a terminal emulator program to configure the IP addresses, user accounts, and other settings.

USB connector
This is a standard USB connector (future use).

1/0 modules
You can install up to four I/O modules in the Flex System Enterprise Chassis, including Ethernet switch
modules, Fibre Channel switch modules, Infiniband, and pass-thru modules (optical and copper).

The following is an illustration that shows the chassis I/O bays.
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Note:

I/0 modules all have fault and power-on LEDs similar to those found on the other chassis components. I/O
modules also have connectors that are unique to the device.

¢ For more information about the I/O modules that are available for the Flex System Enterprise Chassis, see
http://flexsystem.lenovofiles.com/help/topic/com.lenovo.acc.networkdevices.doc/network.html.

e To determine which I/O modules are compatible with the Flex System Enterprise Chassis, see http://
www.lenovo.com/serverproven/.

I/0 module bays 1 and 2

I/0 module bays 1 and 2 support Ethernet switches or pass-thru modules. These I/O bays connect to
Ethernet ports 0 and 1 on the nodes installed in node bays 1 through 14. Most compute nodes feature two
integrated Ethernet ports; for nodes without integrated Ethernet ports, an Ethernet expansion adapter must
be installed in the 1/0 expansion port 1 connector of the node. See the documentation that comes with the
node for more information about connecting it to the I/0 modules in I/0 bays 1 and 2.

I/0 module bays 3 and 4

The 1/0 module bays 3 and 4 support optical and copper I/O modules such as Ethernet, Fibre Channel, and
Infiniband switches, and pass-thru modules. To connect a node to a module in I/O bays 3 or 4, an expansion
adapter that supports the I/0 module is required. See the documentation that comes with the node for more
information about connecting it to the I/O modules in I/0 bays 3 and 4.

Power supplies
The Flex System Enterprise Chassis supports up to six autoranging power supplies.

The types of power supplies that are available for the Flex System Enterprise Chassis are listed in Table 5
“Chassis power supplies” on page 20.
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Table 5. Chassis power supplies

Rated output Input voltage range Power cord connector FRU numbers

2100 W 200to 240V ac C20 94Y8253 or 69Y5892
2500 W 200to 240V ac C20 94Y8251 or 69Y5890
2500 W 240to0 380 V dc! RF-203 94Y8274

2500 W -48to -60V dc 2 position power connector 94Y8265

1. Tolerance 192 - 400 V dc.

AC power in DC power out  DC power in DC power out DC power in DC power out
LED LED

LED LD paur  LEP N LED py D Faul
\ LED LED \
2‘:%14:“ o bt g
50/60Hz DC (6}

) /" 'mé ground studs
2 pos power connector

200-240V ac 240-380Vdc -48to-60V dc
power supply power supply power supply

C20 connector RF-203 connector

The power supplies get electrical power from either a 200 to 240 V ac power source, a 240 to 380 V dc power
source, or a -48 to -60 V dc power source depending on the type of power supply. Both ac and dc-powered
supplies convert the power source into 12 V dc and 3.3 V dc outputs to the system midplane. The power
supplies are capable of autoranging within the input voltage range. There is one common power domain for
the chassis that distributes dc power to each of the nodes and modules through the system midplane.

Power supply redundancy is achieved when there is one more power supply available than is needed to
provide full power to all chassis components. Power source redundancy is achieved by distributing the
power cord connections between independent supply circuits. See “Connecting the chassis to power” on
page 52 for more information.

Each power supply has internal fans and a controller. The power supply controller can be powered by any
installed power supply that is providing dc power through the midplane. The power supply does not have to
be connected to a power source to communicate with the CMM, as long as dc power is available from the
midplane.

Attention: The power supplies contain internal cooling fans. Do not obstruct the fan exhaust vents.

20 Lenovo Flex System Enterprise Chassis Installation and Service Guide



Up to six power supplies can be installed. The number of power supplies that you install is dependent on the
type of power supply, the chassis power load, and selected chassis power policy.

Important: Do not mix different types of power supplies in the Flex System Enterprise Chassis.

¢ Mixing ac-powered supplies with dc-powered supplies in the same chassis is not supported. Each
chassis must contain either all ac-powered supplies or all dc-powered supplies.

e For ac-powered chassis, do not mix 2100 W and 2500 W power supplies. Chassis powered by ac power
should contain only power supplies of the same wattage.

¢ For dc-powered chassis, do not mix 240 to 380 V dc and -48 to -60 V dc power supplies. Chassis
powered by dc power should contain only power supplies of the same input voltage.

For example, if a 2100 W power supply is installed in a chassis containing 2500 W power supplies, the CMM
will budget power as if all of the power supplies are 2100 W. In this scenario, the Fault LED on the
mismatched power supply and the chassis Fault LED are lit and a warning message is sent to the CMM event
log. In addition, if the chassis power budget is insufficient, the CMM might not allow all of the devices in the
chassis to power on.

Note:

e 200 - 208 VAC, 3-Phase Delta power distribution units (PDUs): The power supplies are designed so that
three power supplies will consume the power of and balance the phases of a 30 A, 3-phase PDU; or six
power supplies will consume the power of and balance the phases of a 60 A, 3-phase PDU.

e 380 - 450 VAC, 3-Phase Y PDU: The power supplies are designed so that three power supplies will nearly
consume the power of and balance the phases of a 16A, 3-phase PDU, or six power supplies will nearly
consume the power of and balance the phases of a 32 A, 3-phase PDU.

¢ Single-phase PDUs can be used, however, the building power service may be unbalanced and the PDU
power may not be fully utilized.

Power supply controls and indicators

There are three LEDs on each power supply:
AC power in LED (200 - 240 V ac supplies only)

IN
~

When this LED is lit (green), it indicates that ac power is being supplied to the power supply.
DC power in LED (240 to 380 and -48 to -60 V dc supplies)

N

When this LED is lit (green), it indicates that dc power is being supplied to the power supply.
DC power out LED

our

When this LED is lit (green), it indicates that dc power is being supplied from the power supply to the
chassis midplane.

Fault LED
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When this LED is lit (yellow), it indicates that there is a fault with the power supply.

Note: Before unplugging the ac power cord from the power supply or removing the power supply from
the chassis, verify that the capacity of the remaining power supplies are sufficient to meet the minimum
power requirements for all components in the chassis. You can view the power status and requirements
through the Flex System Manager. For information on accessing and using the Flex System Manager,
see http://flexsystem.lenovofiles.com/help/index.jsp.

Fan modules

The Flex System Enterprise Chassis supports up to ten fan modules (two 40 mm fan modules and eight 80
mm fan modules). It comes with a minimum of six hot-swap fan modules installed (four 80 mm fan modules
and two 40 mm fan modules).

40 mm fan modules

The two smaller 40 mm fan modules at the top of the chassis provide cooling to the I/O modules and the
CMMs. The following is an illustration of the 40 mm fan modules:

Power-on Fault
LED LED
80 mm fan modules

The larger 80 mm fan modules provide cooling to the compute nodes and the Flex System Manager
management node, if one is installed. The following is an illustration of the 80 mm fan modules:

@ !
Power-on Fault
LED LED

Note: Not all of the 80 mm fan modules are required. Empty 80 mm fan bays must have a filler installed to
maintain adequate cooling. See “Installing components” on page 39 to determine the number of 80 mm fan
modules required and where they should be installed in your configuration.
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Fan zones

Compute node cooling is logically split between the left and right half of the chassis. The ten fan modules
provide cooling in four zones as shown in the following illustration:

Zone 3

e Zone 1 includes four 80 mm fan modules numbered 1, 2, 3, and 4 on the right rear of the chassis. Zone 1
fans provide cooling for the odd-numbered node bays (1, 3, 5, 7, 9, 11, and 13) on the left front of the
chassis. These fans provide airflow to the nodes directly in front of them.

e Zone 2 contains four 80 mm fan modules numbered 6, 7, 8, and 9 on the left rear of the chassis. Zone 2
fans provide cooling for the even-numbered node bays (2, 4, 6, 8, 10, 12, and 14) on the right front of the
chassis. These fans provide airflow to the nodes directly in front of them.

e Zone 3 contains one 40 mm fan module (fan 5) on the top right rear of the chassis. Fan 5 provides cooling
for I/0 modules 2 and 4 as well as both CMMs on the right rear side of the chassis.

e Zone 4 contains one 40 mm fan module (fan 10) on the top left rear of the chassis. Fan 10 provides cooling
for I/0 modules 1 and 3 on the left rear side of the chassis.

Fan module controls and indicators

The fan modules have two LEDs:

Power-on LED

@

When this LED is lit (green), it indicates that the fan module has power.
Fault LED

!

When this LED is lit (yellow), it indicates that the fan module has failed.
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Fan logic modules
The Flex System Enterprise Chassis comes with two installed hot-swap fan logic modules.

The fan logic modules allow the Chassis Management Module to monitor the chassis fans. The fan logic
modules must be installed in order for the Chassis Management Module to communicate with the fan
modules and monitor fan presence, fan speed, and fan failures.

There is one fan logic module for each side of the chassis and it only allows communication to the fan
modules on the same side of the chassis. You can replace a fan logic module without shutting down the
chassis. The fans will not be monitored while the fan logic module is removed.

The following is an illustration of the fan logic module:

Power-on
LED

Fan logic module controls and indicators
The fan logic modules have two LEDs:
Power-on LED
When this LED is lit (green), it indicates that the fan logic module has power.

Fault LED
When this LED is lit (yellow), it indicates that the fan logic module has failed.
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Chapter 2. Installing the Flex System Enterprise Chassis

Install the Flex System Enterprise Chassis in your facility by setting up and configuring all of the hardware
components.

Before you begin the installation process, make sure that you have completed all planning activities. Planning
information is available from http://flexsystem.lenovofiles.com/help/index.jsp.

Setting up your Flex System Enterprise Chassis

Follow the instructions in this section to set up the Flex System Enterprise Chassis hardware.

Before you begin, make the following preparations:

e Read “Safety” on page iii and “Handling static-sensitive devices” on page 952. This information will help
you work safely.

e Confirm that each box contains all the components that are listed on the packing list. Your order might
consist of more than one box, and each box might contain more than one component.

e Make sure that at least 10 units of contiguous space (10U) is available in the rack.

To set up the chassis hardware, complete the following tasks:

1. Remove the components from the chassis to decrease the weight so that it can be safely installed in the
rack (see “Removing components” on page 25). You can also remove the chassis shelves to further
reduce the weight. You do not have to remove the two fan logic modules in the rear of the chassis.

2. Install the chassis in a rack (see “Installing the chassis in a rack” on page 31).
3. Reinstall all of the components that you removed (see “Installing components” on page 39).

4. Cable the components in the chassis to the applicable external devices (see “Cabling the chassis” on
page 52).

5. Connect the chassis to power (see “Connecting the chassis to power” on page 52).

Note: The Flex System Enterprise Chassis does not have a power switch. To turn off chassis power, see
“Disconnecting the chassis from power” on page 58.

Removing components

Remove components to reduce the weight of the Flex System Enterprise Chassis so that it can safely be
installed in the rack.

Statement 4
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> 18 kg (39.7 Ib) > 32 kg (70.5 Ib) >55kg (121.2 Ib)

CAUTION:
Use safe practices when lifting.

Statement 32

CAUTION:
To avoid personal injury, before lifting the unit, remove all the blades, power supplies, and removable

modules to reduce the weight.
-
>66.2 kg (7X)

(146 Ibs) >44.90 kg (99 Ibs)

Pa
(14X)

>220.4 kg (468 Ibs)

Complete the following steps:

Step 1. Remove the components from the front of the chassis and place them on a flat, static-protective
surface.

a. Read “Safety” on page iii and “Handling static-sensitive devices” on page 952.
b. Remove all of the installed compute nodes or storage nodes.
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c. Remove the Flex System Manager management node, if one is installed.

Management
node

\
Release
latch

d. Remove the node bay fillers and the chassis shelves, if you want to reduce the weight of the
chassis further.See “Removing a chassis shelf” on page 979 for instructions.

Step 2. Remove the components from the rear of the chassis and place them on a flat, static-protective
surface.

a. Remove all of the power supplies.
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b. Remove both of the 40 mm fan modules.

40 mm
fan module

c. Remove all of the 80 mm fan modules.
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tab

d.

Handles

e. Remove all of the Chassis Management Modules.

Handle
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Installing the chassis in a rack

Use the information in this section, the rack template, and the rack installation kit that comes with the Flex
System Enterprise Chassis to install it in a rack.

Rack Safety Information, Statement 2

ADANGER

Always lower the leveling pads on the rack cabinet.

Always install stabilizer brackets on the rack cabinet.
¢ Always install servers and optional devices starting from the bottom of the rack cabinet.

Always install the heaviest devices in the bottom of the rack cabinet.

Before you begin, review the “Installation guidelines” on page 951.

Rack requirements:

¢ Make sure that the room air temperature is below 40°C (104°F).

¢ Do not block any air vents; usually, 15 cm (6 in.) of air space in the rear and 5 cm (2 in.) in the front
provides proper airflow.

e Three or more people are required to install the device in a rack.

¢ Do not leave any unused space within a rack open. Fillers must be used to prevent recirculation of warm
air.

¢ |Install your Flex System Enterprise Chassis only in a rack that has perforated front and rear doors or in a
rack that is equipped with a Rear Door Heat eXchanger.

¢ Do not extend more than one device out of the rack at the same time.
* Remove the rack doors and side panels to provide easier access during installation.
¢ The EIA flanges must have holes and clearances per EIA-310-D.

¢ If you have an adjustable rack, set the distance between the front and rear EIA flanges to 719 mm (28.3
inches) outside to outside.

e Make sure that there is sufficient room in front of the front EIA flange to provide minimum bezel clearance
of 50 mm (1.97 inches).

e Make sure that there is sufficient room behind the rear of the rear EIA flanges to provide for cable
management and routing.

¢ Leave 1U of empty space at the top of the rack, if the cables exit at the top, or leave 1U of empty space at
the bottom of the rack, if the cables exit at the bottom. This will ensure that the cables don't block service
assess to replaceable components.

¢ Rack weight-handling capacity must be sufficient for the aggregate weight of the populated chassis,
power distribution units, and power cables.

¢ The rack must be stabilized with stabilization brackets and leveling pads so that it does not become
unstable when it is fully populated.
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To install the chassis in a rack, complete the following steps:

Step 1.
Step 2.

Step 3.
Step 4.

Step 5.

Step 6.

Read “Safety” on page iii and “Handling static-sensitive devices” on page 952.
Open the rail kit and the rack installation kit that come with the chassis:

¢ The rail kit box includes the following hardware:

One right chassis support rail

One left chassis support rail

Eight M5x16 combi-head screws (black)

Ten strain relief ties

¢ The rack installation kit includes the following hardware:

— Twelve M5 cage nuts (use on EIA flanges with square holes)
— Twelve M5 clip nuts (use on EIA flanges with round holes)
— Ten M5x16 combi-head screws (black)
— Eight M5x16 captive washer screws (silver)
— One right rear support bracket
— One left rear support bracket
— One lower rear support bracket
If the rack has a door, remove it.

Position the rack template that comes with the chassis on the front of the rack at the location where
you want to install the chassis. Make sure that the template does not overlap any installed devices,
and align the template with the holes in the rack (for an illustration of the template see “Rack
template” on page 37). For EIA flanges with square holes, install M5 cage nuts from the rack
installation kit in the holes that are indicated on the template.

Note: If the EIA flange has round holes, install the M5 clip nuts from the installation kit instead of
the M5 cage nuts.

COOOOTOOTOO OO

Position the rack template on the back of the rack, and install M5 cage nuts in the square holes that
are indicated on the template. If the EIA flange has round holes, install the M5 clip nuts from the
installation kit.

Note: Make sure that a cage nut or clip nut is installed in every hole indicated on the template.

Retract both chassis rails, if they are not already retracted. Rail posts and locking hooks are on
each end of each rail.
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Rear of rail

Front of rail

Step 7. Position the left chassis rail in the selected location on the rear of the rack and align the posts on
the chassis rail with the holes on the back EIA flange. Insert the posts on the rear of the chassis rail
through the holes on the rear EIA flange until the hooks snap into place.

Q
9
3| _~Rear EIA
Hooks~—— &7 flange
Q
’\é
B
S
S
8
i)
- Posts
Q
Q
o
Q
Q
Q
Q
o
3
Q
9
3
Q
Q
Note:

¢ Be sure to align the bottom edge of the chassis rail with the bottom U that you want the chassis
to rest on.

¢ If you misalign the chassis rail when you insert it into the holes in the EIA flange, press the
locking hooks release on the chassis rail to disengage the hooks and slide the posts out of the
holes on the EIA flange. Reinsert the rail into the correct holes on the EIA flange.

¢ Make sure that the rail posts protrude through the holes on the EIA flanges.

Step 8. Pull the chassis rail forward and insert the posts on the front of the rail into the corresponding holes
on the front EIA flange until it snaps into place. Repeat steps 6 through 8 for the right chassis rail.
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Step 9. Install M5x16 combi-head screws (black) from the rail kit to secure the rails to the EIA flange:

1. At the front of the rack, install an M5x16 combi-head screw (black) in the lower threaded hole
on the front of each chassis rail (two screws required, one in the right rail and one in the left
rail).

2. At the rear of the rack, install an M5x16 combi-head screw (black) in the upper threaded hole
on the rear of each chassis rail (two screws required, one in the right rail and one in the left rail).

3. Tighten the front and rear rail screws to 30 in-Ibs (3.4 Nm).

Step 10. Remove the components from the chassis, to make the chassis easier to install in the rack. See
“Removing components” on page 25 for instructions. You do not have to remove the two fan logic
modules in the rear of the chassis. You can also remove the chassis shelves to further reduce the
weight.

Step 11. Attach the chassis handles to the chassis. Four handles come in a box with the chassis. Align the

slots on each handle with the posts on the side of the chassis and slide the handle up until it locks
into place.
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Step 12. Lift the chassis up, place the rear of the chassis onto the chassis rails, and slide the chassis into the
rack until the rear chassis handles are near the front EIA flanges. While you support the chassis,
remove each rear handle from the chassis (both sides) by pressing inward on the spring-latches on
the handle and sliding the handles down to remove them.
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Step 13. Slide the chassis farther into the rack until the front chassis handles are near the front EIA flanges,
and remove the front handles. Then, slide the chassis all the way into the rack.

Step 14. If you plan to transport the rack to another location with the chassis installed, you must install the
rear support brackets.Rear support brackets and mounting screws are provided in the rack
installation kit.

Right
support
bracket

Bottom
support
bracket

support
bracket

a. Facing the rear of the chassis, align the left support bracket with the four slots on the outside
of the chassis.

b. Slide the support bracket forward until it locks into place in the slots.

c. Install three M5x16 combi-head screws (black) from the rack installation kit to secure the
support bracket to the rack, but do not tighten the screws.

d. Repeat steps 15a through 15c¢ for the right support bracket.

Fit the lower support bracket to the bottom of the chassis; then, slide the support bracket
forward against the rack.

f.  Install four M5x16 combi-head screws (black) from the rack installation kit in the lower support
bracket, two screws on the right side and two screws on the left side, but do not tighten the
SCrews.

g. After the right, left, and lower support brackets and screws are installed, tighten all of the
screws to 30 in-lbs (3.4 Nm).

Step 15. Remove the plastic label plates from the left and right sides of the chassis.
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Step 16.

Step 17.
Step 18.
Step 19.
Step 20.

Install eight M5x16 captive washer screws (silver) from the rack installation kit through the front of
the chassis (four screws on each side), but do not tighten the screws.

After all of the screws are installed, tighten the screws to 30 in-lbs (3.4 Nm).
Reinstall the plastic label plates onto the left and right sides of the chassis.
Reinstall the chassis shelves, if you removed them earlier.

Reinstall the components (see “Installing components” on page 39).

Rack template
The rack template comes with the Flex System Enterprise Chassis.

If you do not have the rack template, you can use the template illustration as a guideline to identify the
mounting holes on the front and rear of the rack.

Note: Use this rack template as a guideline only. If you print the template, it might not be printed to scale.
You can download a full-size template from http://flexsystem.lenovofiles.com/help/topic/
com.lenovo.acc.8721.doc/printable_doc.html
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Installing components

After you install the Flex System Enterprise Chassis in a rack, install all of the components in the chassis.

Before you install components in the Flex System Enterprise Chassis:

¢ Read “Safety” on page iii and “Installation guidelines” on page 951.

¢ Make sure that the Chassis Management Module firmware is the latest level available. See "Updating the
CMM firmware" in the Lenovo Flex System Chassis Management Module Installation Guide for more
information.

Important: When you install compute nodes, power supplies, and 80 mm fan modules in the Flex System
Enterprise Chassis, install them starting from the bottom up.

Compute nodes

The following illustration shows the locations of node bays in the Flex System Enterprise Chassis.

Bay 13- | ; : : | | Bay14
Bay 11 . | ] e Bay 12
Bay 9 o Bay 10
Bay 7 — Bay 8
Bay 5. Bay 6
Bay 3 — o Bay 4
Bay 1 ) - Bay 2
Inforr’%ation panel
Note:

A 1-bay compute node occupies one node bay in the chassis.

A 1-bay compute node with captive-mode expansion node occupies two adjacent node bays
(horizontally) in the chassis and requires the chassis shelf to be removed prior to installation.

A 2-bay compute node occupies two adjacent node bays (horizontally) in the chassis and requires the
chassis shelf to be removed prior to installation.

A 4-bay storage node or storage expansion enclosure occupies four adjacent node bays (two vertically
and horizontally) in the chassis and requires the chassis shelves and shelf supports to be removed prior to
installation.

Power supplies

The chassis power load is dependent on the number and type of compute nodes, storage nodes, 1/0
modules, and management modules that are installed in the chassis. The number and type of power supplies
that you install determines how much power is available to power all of these devices. The amount of power
available must be sufficient for the expected chassis load.

You can use the Lenovo Capacity Planner to determine the power load for a specific chassis configuration.

See https://datacentersupport.lenovo.com/tw/en/products/solutions-and-software/software/lenovo-capacity-
planner/solutions/ht504651 for more information.
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Important:

¢ Up to six power supplies can be installed.

¢ Do not mix different types of power supplies in the Flex System Enterprise Chassis.

e Each chassis must contain either all ac-powered supplies or all dc-powered supplies.

e For ac-powered chassis, do not mix 2100 W and 2500 W power supplies. Chassis powered by ac power
should contain only power supplies of the same wattage.

¢ |nstall power supplies from the bottom up starting with power bays 1 and 4, then power bays 2 and 5,
then power bays 3 and 6.

Install power supplies according to the number of populated node bays as shown in Table 6 “Required
power supplies relative to the number of populated node bays” on page 40. See also “Power supplies” on
page 19 for more information.

Table 6. Required power supplies relative to the number of populated node bays

Number of populated node bays Power supplies required
1-4 2
5-6 3
7-8 4
9-11 5
12-14 6

80 mm fan modules

The number of 80 mm fans that you install depends on the number of populated node bays. Up to eight 80
mm fan modules can be installed.

Install 80 mm fan modules according to the number of populated node bays as shown in Table 7 “Required
80 mm fan modules relative to the number of populated node bays” on page 40. See also “Fan modules” on
page 22 for more information.

Table 7. Required 80 mm fan modules relative to the number of populated node bays

Fan zone 1 (behind node bays 1, 3, 5,7, 9, 11, and 13) Fan zone 2 (behind node bays 2, 4, 6, 8, 10, 12, and 14)
Number of populated 80 mm fans required Number of populated 80 mm fans required
node bays node bays
1-2 2 1-2 2
3-4 3 3-4 3
5-7 4 5-7 4

Installing a 1-bay compute node

You can install up to fourteen 1-bay compute nodes in the Flex System Enterprise Chassis. Compute nodes
are installed in the front of the Flex System Enterprise Chassis.

Before you install a compute node in the Flex System Enterprise Chassis, complete the following steps:
1. Verify that the compute node is compatible with the chassis. See http://www.lenovo.com/serverproven/.

2. Make sure that enough power supplies and fan modules are installed in the chassis to support the
compute node. See “Installing components” on page 39 to determine the number of power supplies and
80 mm fan modules that are required and where they should be installed in your chassis configuration.
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3. Read the instructions that come with the compute node.
4. Make sure that you have installed any optional hardware devices in the compute node.
5. Select the bay for the compute node.

To install a 1-bay compute node, complete the following steps.

=

1-bay compute
node

Node bay filler
Release

handle

Step 1. Remove the node bay filler, if one is installed. Push the filler release tab to the right; then, grasp the
filler by the slot and pull it out of the bay.

Step 2. Open the release handle (rotate the handle to the left).
Step 3. Slide the compute node into the node bay until it is seated.
Step 4. Close the release handle (rotate the handle to the right).

After you install the compute node, make a note of the compute node identification information on one of the
labels that come with the Flex System Enterprise Chassis. Place a label on the node label tab and on the
adjacent chassis label plate, to the right or left of the compute node (depending on the bay in which the
compute node is installed). See “User labels” on page 56 for more information.

Important: Do not place the label on the compute node or in any way block the ventilation holes on the
chassis.

Installing a 2-bay compute node

You can install up to seven 2-bay compute nodes in the chassis. A 2-bay device occupies two adjacent node
bays (horizontally) in the chassis.

Before you install a compute node in the Flex System Enterprise Chassis, complete the following steps:
1. Verify that the compute node is compatible with the chassis. See http://www.lenovo.com/serverproven/.

2. Make sure that enough power supplies and fan modules are installed in the chassis to support the
compute node. See “Installing components” on page 39 to determine the number of power supplies and
80 mm fan modules that are required and where they should be installed in your chassis configuration.

3. Read the instructions that come with the compute node.
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4. Make sure that you have installed any optional hardware devices in the compute node.
5. Select the bays for the compute node. Two adjacent bays are required.

6. Remove the fillers and the chassis shelf from the selected bays, if they are installed. See “Removing a
chassis shelf” on page 979 for instructions.

To install a 2-bay compute node, complete the following steps.

Node bay

Release
handle

Node bay

Step 1. Open both release handles (rotate the left handle to the left and rotate the right handle to the right).
Step 2. Slide the compute node into the node bays until it is seated.
Step 3. Close both release handles.

After you install the compute node, make a note of the compute node identification information on one of the
labels that come with the Flex System Enterprise Chassis. Place a label on the node label tab and on the
adjacent chassis label plate, to the left of the compute node. See “User labels” on page 56 for more
information.

Important: Do not place the label on the compute node or in any way block the ventilation holes on the
chassis.

Installing a 4-bay storage enclosure
A 4-bay storage enclosure occupies four adjacent node bays in the chassis.

A storage system includes a control enclosure and might also include one or more expansion enclosures.
Refer to the documentation that comes with the storage enclosure for detailed information about installing,
cabling, and configuring the storage enclosure. Storage node documentation is available from http://
flexsystem.lenovofiles.com/help/topic/com.lenovo.acc.4939.doc/site_product_page.html.

Before you install a 4-bay storage enclosure in the Flex System Enterprise Chassis, complete the following
steps:

1. Verify that the storage enclosure is compatible with the chassis. See http://www.lenovo.com/
serverproven/.

2. Make sure that enough power supplies and fan modules are installed in the chassis to support the
storage enclosure and any expansion enclosures that you plan to install. See “Installing components” on
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page 39 to determine the number of power supplies and 80 mm fan modules that are required and
where they should be installed in your chassis configuration.

3. Select the bays for the storage enclosure. Four adjacent bays (two vertically and horizontally) are
required.

4. Remove the node fillers and the chassis shelves from the selected bays, if they are installed. See
“Removing a chassis shelf” on page 979 for instructions.

5. Remove the shelf supports from the center of the selected bays, if they are installed. See “Removing the
shelf supports” on page 954 for instructions.

Complete the following steps:

Step 1. Follow the detailed instructions that come with the 4-bay storage enclosure to install, cable, and
configure the storage enclosure.Storage node documentation is available from http://
flexsystem.lenovofiles.com/help/topic/com.lenovo.acc.4939.doc/site_product_page.html.

After you install the storage enclosure, complete the following steps:

1. Make a note of the enclosure identification information on one of the labels that come with the Flex
System Enterprise Chassis. Place a label on the enclosure label tab and on the adjacent chassis label
plate, to the left of the storage enclosure. See “User labels” on page 56 for more information.

Important: Do not place the label on the storage enclosure or in any way block the ventilation holes on
the chassis.

Installing a Chassis Management Module

You can install up to two Chassis Management Modules for redundancy support in the Flex System
Enterprise Chassis.

Before you install the Chassis Management Module, read the installation instructions that come with the
Chassis Management Module (see http://flexsystem.lenovofiles.com/help/topic/com.lenovo.acc.cmm.doc/

cmm_product_page.html).

To install a Chassis Management Module (CMM), complete the following steps.

Handle

Step 1. If afiller is installed in the CMM bay, remove it. Rotate the release handle on the filler down and
slide it out of the bay.

Step 2. Press the CMM release latch down and rotate the CMM handle down until it stops.
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Step 3.
Step 4.

Align the CMM with the bay and slide it into the bay until it is seated.
Close the handle (rotate the handle up) so that it locks in place.

Note: Make sure that the power-on LED on the CMM is lit. This indicates that the CMM is
operating correctly. See “CMM controls and indicators” on page 16 to locate the LED.

When you install a CMM, if the chassis is not connected to a DHCP server on the network, it takes
up to 3 minutes for the CMM to use the default (static) IP address.

After failover, you might have to wait as long as 5 minutes to establish a network connection to the
CMM. Some networks include switches, routers, and hubs that do not allow (or relay) an address
resolution protocol (ARP) from the new CMM to update the network cached ARP table. Without this
information relay, the new MAC address/IP association will not recognize the CMM. This condition
will correct itself after the ARP table times out. To prevent this condition, reconfigure the network-
routing setup tables to enable ARPs to be relayed from the CMM.

After you install the Chassis Management Module, complete the following steps:
1. Connect all cables to the CMM.

2. Configure the CMM, by loading a previously saved configuration or by going through the Flex System
Manager management software configuration wizard.

Installing a Flex System Manager management node
You can install one Flex System Manager management node in a multiple-chassis configuration.

Before you install the Flex System Manager management node, complete the following steps:

1. Make sure that enough power supplies and fan modules are installed in the chassis to support the
management node. See “Installing components” on page 39 to determine the number of power supplies
and 80 mm fan modules that are required and where they should be installed in your chassis
configuration.

2. Read the Flex System Manager management node hardware description (see the Flex System Manager
Installation and Service Guide for more information).

3. Select the bay for the management node.

To install a Flex System Manager management node, complete the following steps.
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Step 1. Remove the bay filler, if one is installed. Push the filler release tab to the right; then, grasp the filler
by the slot and pull it out of the bay.

Step 2. Open the release handle (rotate the handle to the left).
Step 3. Slide the management node into the chassis bay until it is seated.
Step 4. Close the release handle (rotate the handle to the right).

After you install the Flex System Manager management node, complete the following steps:
1. Connect all cables to the management node.

2. Configure the management node (see http://flexsystem.lenovofiles.com/help/index.jsp for more
information).

Installing a power supply
The Flex System Enterprise Chassis comes with two power supplies already installed in the rear of the

chassis. You can install up to four additional power supplies in the chassis for a total of six power supplies.

Note: The number of power supplies that you install is dependent on the type of power supply, the chassis
power load, and selected chassis power policy.

To install a power supply, complete the following steps.
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supply
filler

Step 1. If you are adding a power supply, remove the filler from the power-supply bay in which you want to
install the power supply (press the release tab, grasp the filler by the slot, and pull it out of the bay).

Step 2. Grasp the power-supply handle and slide the power supply into the bay until it locks in place.
Step 3. If you are installing a -48 to -60 V dc power supply, connect the earth ground cable to the power
supply.
1. Use a 10 mm nut driver to remove the hex nuts from the ground studs.
2. Remove the lock washer and one of the flat washers from each ground stud.

3. Push the ground lug onto the ground studs; then, place the flat washer, the lock washer, and
the hex nut back on each ground stud.

4. Use a 10 mm nut driver to tighten the hex nuts to 4.0 - 4.8 Newton-meters (35.4 - 42.5 inch-
pounds).
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Step 4. Connect the power cord to the power supply:

1. Loosen the strain-relief ties that are attached to the power-supply handle, but do not remove

them.

2. Align the power cord with the power-supply handle; then, secure the cord to the handle with

the strain-relief ties.

Connector

3. Loop the power cord connector around and connect it to the power supply.
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4. Push the power cord back through the strain-relief ties to remove excess cable from the loop.

Installing a 80 mm fan
The Flex System Enterprise Chassis comes with four 80 mm fan modules already installed in the rear of the
chassis. You can install up to four additional 80 mm fan modules for a total of eight 80 mm fan modules.

See “Installing components” on page 39 to determine the number of 80 mm fan modules that are required
and where they should be installed in your chassis configuration.

To install a 80 mm fan module, complete the following steps.
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Step 1. Remove the fan module filler, if one is installed.

Step 2. Grasp the fan module by the handle and align it with the fan bay.
Step 3. Slide the fan module into the chassis until it locks in place.

Installing an I/0 module

You can install up to four I/O modules into the Flex System Enterprise Chassis. An Ethernet switch or a pass-
thru module must be installed in I/O bay 1 and/or bay 2 whenever one or more compute nodes on-board
Ethernet interface is active or there is an Ethernet I/0 expansion card interfacing with I/0O bay 1 and 2.

Before installing an I/0 module, complete the following steps:
1. Verify that the I/O module is compatible with the chassis. See http://www.lenovo.com/serverproven/.
2. Read the installation instructions that come with the I/0 module.

To install an I/O module, complete the following steps.

1/0 filler

Handles

Handles

1/0 module
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Step 1. Remove the I/O filler, if necessary. Open the release handles (rotate the top handle up and the
bottom handle down).

Step 2. Slide the filler out of the bay.

Step 3. Open the release handles on the I/0O module (rotate the top handle up and the bottom handle
down).

Step 4. Align the I/0 module with the bay on the chassis and slide the module into the module bay until it is
seated.

Step 5. Close the release handles (rotate the top handle down and bottom handle up).

Network integration with the Flex System Manager

In Flex System Enterprise Chassis with the Flex System Manager management node, you have the option to
configure separate management and data networks.

Note:

¢ The illustrations in this section show management and data network examples when a single Chassis
Management Module is installed in the chassis. Dual CMMs provide redundancy for the management
fabric within the chassis as well as two separate uplinks from the chassis to the external network devices.
You may choose to connect the redundant CMMs to redundant external Ethernet fabrics for added fault
protection. The redundant CMMs within a chassis will automatically select the correct mode of operation
based upon chassis and network status.

¢ Due to the design of the Flex System Enterprise Chassis, it is important to have all management network
traffic on a separate subnet than the data traffic. This means all CMMs, IMMs, FSPs, and switch
management interfaces should be on a different subnet/VLAN than the data production traffic of the other
chassis components (such as node operating systems).

Management network

The Flex System Manager management node has two Ethernet interfaces which can be configured. The EthO
port is connected to the Chassis Management Module (CMM) external Ethernet port through the chassis
internal management network, effectively extending the chassis management network outside of the chassis.
The CMM is connected to a top-of-rack switch that provides a central connection point for all chassis
hardware to be managed by the Flex System Manager management software. These connections are
referred to as the management network.

The management network is used to complete management-related functions for the various endpoints that
are managed by the Flex System Manager management software, such as other Flex System Enterprise
Chassis and compute nodes. During initialization the management software discovers any Flex System
Enterprise Chassis on the management network. Note that the management node console can be connected
to the management network or to the data network.

Note: If you want to configure your network so that the entire network is set up on a single IP subnet,
configure just Eth0 on the Flex System Manager management node. If you choose to configure Eth0 and
Eth1, you must configure them on different IP subnets.
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The Flex System Manager management node Eth1 port must be connected to the chassis switch modules
that are installed in I/O bay 1 or bay 2. This is referred to as the data network. You can configure a switch
module in bay 1 or bay 2 to map Eth1 to one of its external Ethernet ports, as you would configure the other
nodes in the chassis that are connected to the external network. The data network is used by applications
and operating systems and can support data transfer rates up to 10 Gbps if a chassis switch module that is
capable of 10 Gbps is installed.

One of the key functions that the data network supports is discovery of operating systems on the various
network endpoints. Discovery of operating systems by the Flex System Manager is required to support
software updates on an endpoint such as a compute node. The Flex System Manager Checking and
Updating Compute Nodes wizard assists you in discovering operating systems as part of the initial setup.

Single network configuration
You can also set up your environment so that the management network and data network are the same
network. This is typically a simpler approach to network configuration and results in an easier setup process.

Note: When you are using a single network configuration, users and applications that have access to the
data network also have access to the management network.If separating data and management access is
important for security considerations, you should use separate data and management networks.
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Cabling the chassis

Cabling the Flex System Enterprise Chassis requires a site integration plan that describes the network
environment. Make sure that you have completed all planning activities before you connect the network
cables.

Cabling to the network components in the Flex System Enterprise Chassis will vary depending on the
number of chassis, the type of I/O modules and management devices that you have purchased, and the
planned network environment. See the site integration plan for more information about cabling the network.

Planning information is available from http://flexsystem.lenovofiles.com/help/index.jsp.

Information about cabling network switches is available from http://flexsystem.lenovofiles.com/help/topic/
com.lenovo.acc.networkdevices.doc/network_iomodule.html.

See “Connecting the chassis to power” on page 52 for information about connecting the chassis power
cords.

Connecting the chassis to power

Power is supplied to the Flex System Enterprise Chassis when one end of each power cord is connected to a
power connector on the rear of the chassis and the other end of each power cord is connected to a power
distribution unit (PDU) or uninterruptible power source (UPS).
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Connecting for N+N power redundancy

The Flex System Enterprise Chassis can have up to six power supplies. The chassis allows you to populate
power supplies to meet the load demand that is installed in the chassis. As more nodes are installed in the
chassis, you can install additional power supplies to meet the increased load demand.

Attention: If there is not enough power available from the power supplies to meet the load demand installed
in the chassis, the Chassis Management Module will not allow some of the devices to power on.

To provide power source redundancy for the chassis, you can connect the power supplies in an N+N
configuration, where N can be 1, 2, or 3, depending on the total load installed in the chassis. In this
configuration, the power-supply power cords are connected to separate PDUs. If a supply circuit fails, the
remaining power supplies have enough power available to power the entire chassis load. A fully configured
chassis with N+N power redundancy has six power supplies.

| PDU | | PDU |

Power Power Power Power Power Power
supply | | supply | | supply| | supply| | supply| | supply

Connecting for N+1 power redundancy

If power source redundancy is not a concern but you want power supply redundancy, you can connect the
power supplies in an N+1 configuration, where N can be 1, 2, 3, 4, or 5 depending on the total load that is
installed in the chassis. In this configuration, the power-supply power cords are connected to the same PDU
but there is one extra power supply available (+1). If one of the power supplies fails, the remaining power
supplies have enough power available to power the entire chassis load. If two or more power supplies fail, it
is possible for the entire chassis to lose power. If the power source circuit fails, the entire chassis will lose
power.

| PDU |

Power Power Power Power
supply supply supply supply

Note: The Flex System Enterprise Chassis does not have a power switch. See “Disconnecting the chassis
from power” on page 58 for more information.

Statement 29

N\ /2

CAUTION:

This equipment is designed to permit the connection of the earthed conductor of the dc supply circuit
to the earthing conductor at the equipment. If this connection is made, all of the following conditions
must be met:

¢ This equipment shall be connected directly to the dc supply system earthing electrode conductor
or to a bonding jumper from an earthing terminal bar or bus to which the dc supply system earthing
electrode conductor is connected.

¢ This equipment shall be located in the same immediate area (such as, adjacent cabinets) as any
other equipment that has a connection between the earthed conductor of the same dc supply

Chapter 2. Installing the Flex System Enterprise Chassis 53



circuit and the earthing conductor, and also the point of earthing of the dc system. The dc system
shall not be earthed elsewhere.

¢ The dc supply source shall be located within the same premises as this equipment.

¢ Switching or disconnecting devices shall not be in the earthed circuit conductor between the dc
source and the point of connection of the earthing electrode conductor.

Statement 31

A\ L\

ADANGER

of this product during an electrical storm.

Electrical current from power, telephone, and communication cables is hazardous.
To avoid a shock hazard:

¢ Do not connect or disconnect any cables or perform installation, maintenance, or reconfiguration

Connect all power cords to a properly wired and grounded power source.

Connect to properly wired power sources any equipment that will be attached to this product.

When possible, use one hand only to connect or disconnect signal cables.

Never turn on any equipment when there is evidence of fire, water, or structural damage.

Disconnect the attached ac power cords, dc power sources, network connections,
telecommunications systems, and serial cables before you open the device covers, unless you
are instructed otherwise in the installation and configuration procedures.

Connect and disconnect cables as described in the following table when you install, move, or

open covers on this product or attached devices.

1.

To Connect:

Turn OFF all power sources and equipment that is to
be attached to this product.

2. Attach signal cables to the product.

3. Attach power cords to the product.

e For ac systems, use appliance inlets.

e For dc systems, ensure correct polarity of -48 V dc
connections: RTN is + and -48 V dc is -. Earth
ground should use a two-hole lug for safety.

4. Attach signal cables to other devices.
5. Connect power cords to their sources.

6. Turn ON all the power sources.

To Disconnect:

1. Turn OFF all power sources and equipment that is to
be attached to this product.

e For ac systems, remove all power cords from the
chassis power receptacles or interrupt power at
the ac power distribution unit.

e For dc systems, disconnect dc power sources at
the breaker panel or by turning off the power
source. Then, remove the dc cables.

2. Remove the signal cables from the connectors.

3. Remove all cables from the devices.

Statement 34

N/
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CAUTION:
To reduce the risk of electric shock or energy hazards:

¢ This equipment must be installed by trained service personnel in a restricted-access location, as
defined by the NEC and IEC 60950-1, First Edition, The Standard for Safety of Information
Technology Equipment.

¢ Connect the equipment to a properly grounded safety extra low voltage (SELV) source. A SELV
source is a secondary circuit that is designed so that normal and single fault conditions do not
cause the voltages to exceed a safe level (60 V direct current).

¢ Incorporate a readily available approved and rated disconnect device in the field wiring.

¢ See the specifications in the product documentation for the required circuit-breaker rating for
branch circuit overcurrent protection.

¢ Use copper wire conductors only. See the specifications in the product documentation for the
required wire size.

¢ See the specifications in the product documentation for the required torque values for the wiring-

terminal screws.

Attention: The following circuit breaker and ground cable ratings apply to -48 V dc power supplies only:

Breaker Listed 70 A See Note 1
Ground cable 4 AWG with Listed lug which can accept M6 ground screws See Note 2
Torque rating for ground screws 4.0 - 4.8 Newton-meters (35.4 - 42.5 inch-pounds) -

1. The maximum steady state current of the -48 V dc power supply is less then 70 A. However during specific
events, such as over subscription, it is possible for the power supply to briefly draw a current greater than 70 A.
Therefore it is recommended that the power supply be protected by a Listed circuit breaker that will support up to
90 A for a minimum of 20 ms. The suggested Telect High Current Panel Dual 350A Power Distribution Panel (part
number 350CB06) using the Telect 70 A circuit breakers (Part number 090-0052-0070) conforms to this
specification.

2. If not connecting to a SELV source which provides Reinforced insulation you must use a Ground Cable.

To connect the chassis to power, complete the following steps:

1. For an ac-powered chassis (restricted-access location is not required), connect each power cord
from the power supplies to a power distribution unit (PDU), uninterruptible power source (UPS) or wall
receptacle. AC power is supplied to the Flex System Enterprise Chassis by one of the following options:

a. A power cord that connects to a PDU or UPS supplying a maximum 20 A branch circuit protection.
b. A power cord that connects to a wall receptacle supplying a maximum 20 A branch circuit protection.
c. A special use Flex System 3X Power Cord that connects to a wall receptacle supplying a maximum
32 A branch circuit protection.
Attention: Do not route the power cords over removable modules or allow the cords to interfere with
the module handles.
2. For dc-powered chassis:

a. For achassis powered by -48 to -60 V dc power supplies (restricted access location is required),
connect an earth ground cable to each power supply.

1) Use a 10 mm nut driver to remove the hex nuts from the ground studs.
2) Remove the lock washer and one of the flat washers from each ground stud.

3) Push the ground lug onto the ground studs; then, place the flat washer, the lock washer, and the
hex nut back on each ground stud.

4) Use a 10 mm nut driver to tighten the hex nuts to 4.0 - 4.8 Newton-meters (35.4 - 42.5 inch-
pounds).
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Connect each power cord from the dc power supplies to a dc power distribution unit (PDU)
(restricted-access location is not required).
Attention:

¢ Do not route the power cords over removable modules or allow the cords to interfere with the
module handles.

¢ In North America, connect the power cords to a UL-listed PDU only.

3. Make sure that the following LEDs are lit:

¢ The logo on the chassis front information panel.

¢ The dc power and ac power LEDs on each power supply.

e The power LED on each I/0 module.

Note: The power LED on each compute node and on the Flex System Manager management node, if
one is installed, flashes slowly to indicate that the node is connected to power and is ready to be turned

on.

4. If the LEDs are not lit:

a.
b
C.
d. If the problem persists, contact Support.

Disconnect the chassis from the power source.

. Reseat all of the components in the chassis.

Reconnect the chassis to the power source.

User labels

This section describes the user labels that come with the chassis and shows where to place them.

A set of blank user labels comes with the Flex System Enterprise Chassis. Record the information to identify
each installed compute node, storage node, or Flex System Manager management node on the labels and
place them on the node label tab and on the adjacent chassis label plate. The large label (size 1) fits on the
node label tabs and on the chassis label plates.

Important: Do not place the label directly on the compute node or Flex System Manager management node
front bezel or in any way block the ventilation holes.
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The small label (size 2) fits on the rear chassis module handles. Use the small labels to record identifying
information for the 1/0 modules and the CMM.

Rear module handle L
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Chassis

Obtaining firmware updates

You can use the Chassis Management Module or a management node, if installed, to update the chassis
firmware.

The following chassis components have firmware that can be updated:

¢ Chassis Management Module

e Compute nodes

¢ /O modules

¢ Flex System Manager management node

In addition, some of the optional hardware devices that you can order for the chassis have device drivers that
you must install.

For example, Ethernet controllers are integrated on each compute node system board. The Ethernet
controllers provide 1000 Mbps full-duplex capability only, which enables simultaneous transmission and
reception of data to the external ports on the Ethernet switches. You do not have to set any jumpers or
configure the controller for the compute node operating system. However, you must install a device driver in
the compute node to enable the compute node operating system to address the Ethernet controller.

See the documentation that comes with your optional hardware devices for information about installing any
required device drivers.

Attention: Before you install any new components in the Flex System Enterprise Chassis, update the
Chassis Management Module firmware to the latest level available. See "Updating the CMM firmware" in the
Lenovo Flex System Chassis Management Module Installation Guide for more information.

Using the Chassis Management Module

For more information about using the Chassis Management Module web interface to update the chassis
firmware, see "Chassis management options" in the Lenovo Flex System Chassis Management Module
User's Guide.
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You can use the Chassis Management Module command-line interface to update the chassis firmware. See
"update command" in the Lenovo Flex System Chassis Management Module Command-Line Interface
Reference Guide for more information.

Using a management node

If a Lenovo XClarity Administrator is available, you can download, install, and manage firmware updates for
managed endpoints, including chassis, compute nodes, and I/O modules. You can assign compliance
policies to the managed endpoints to ensure that firmware on those endpoints remains compliant.

Note: Firmware updates can be applied to the hardware only. You cannot update device drivers using the
Lenovo XClarity Administrator.

For more information about using the Lenovo XClarity Administrator, see http://flexsystem.lenovofiles.com/
help/topic/com.lenovo.lxca.doc/aug_product_page.html.

You can also use the Flex System Manager management node to update firmware and device drivers for all
of the chassis components, if one is available. For more information about using the Flex System Manager
management software to update firmware and device drivers for the chassis components, see http://
flexsystem.lenovofiles.com/help/index.jsp.

Disconnecting the chassis from power

Follow the instructions in this section to disconnect the Flex System Enterprise Chassis from all power
sources.

Before you disconnect the Flex System Enterprise Chassis from power, be sure to follow these instructions
to correctly shut down the compute nodes.

Statement 19

A\ L\

CAUTION:

The power-control button on the device does not turn off the electrical current supplied to the device.
The device also might have more than one connection to dc power. To remove all electrical current
from the device, ensure that all connections to dc power are disconnected at the dc power input

terminals.
OFF
}—o/‘ o
™

T1&
-
SR |

Statement 31
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ADANGER

To avoid a shock hazard:

of this product during an electrical storm.

Electrical current from power, telephone, and communication cables is hazardous.

¢ Do not connect or disconnect any cables or perform installation, maintenance, or reconfiguration

e Connect all power cords to a properly wired and grounded power source.

e Connect to properly wired power sources any equipment that will be attached to this product.
e When possible, use one hand only to connect or disconnect signal cables.

¢ Never turn on any equipment when there is evidence of fire, water, or structural damage.

¢ Disconnect the attached ac power cords, dc power sources, network connections,
telecommunications systems, and serial cables before you open the device covers, unless you
are instructed otherwise in the installation and configuration procedures.

¢ Connect and disconnect cables as described in the following table when you install, move, or
open covers on this product or attached devices.

To Connect:

1. Turn OFF all power sources and equipment that is to
be attached to this product.

2. Attach signal cables to the product.
3. Attach power cords to the product.
e For ac systems, use appliance inlets.

e For dc systems, ensure correct polarity of -48 V dc
connections: RTN is + and -48 V dc is -. Earth
ground should use a two-hole lug for safety.

4. Attach signal cables to other devices.
5. Connect power cords to their sources.

6. Turn ON all the power sources.

To Disconnect:

1. Turn OFF all power sources and equipment that is to
be attached to this product.

¢ For ac systems, remove all power cords from the
chassis power receptacles or interrupt power at
the ac power distribution unit.

e For dc systems, disconnect dc power sources at
the breaker panel or by turning off the power
source. Then, remove the dc cables.

2. Remove the signal cables from the connectors.
3. Remove all cables from the devices.

Statement 33

N\ /2

CAUTION:

This device does not provide a power control button. Removing power supply modules or turning off
the server blades does not turn off the electrical current supplied to the device. The device also might
have more than one power cord. To remove all electrical current from the device, ensure that all
power cords are disconnected from the power source.
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Attention: The following circuit breaker and ground cable ratings apply to -48 V dc power supplies only:

Breaker Listed 70 A See Note 1
Ground cable 4 AWG with Listed lug which can accept M6 ground screws See Note 2
Torque rating for ground screws 4.0 - 4.8 Newton-meters (35.4 - 42.5 inch-pounds) -

1. The maximum steady state current of the -48 V dc power supply is less then 70 A. However during specific
events, such as over subscription, it is possible for the power supply to briefly draw a current greater than 70 A.
Therefore it is recommended that the power supply be protected by a Listed circuit breaker that will support up to
90 A for a minimum of 20 ms. The suggested Telect High Current Panel Dual 350A Power Distribution Panel (part
number 350CB06) using the Telect 70 A circuit breakers (Part number 090-0052-0070) conforms to this
specification.

2. If not connecting to a SELV source which provides Reinforced insulation you must use a Ground Cable.

To disconnect the chassis from power, complete the following steps:

Step 1. Shut down each compute node. See the documentation that comes with the compute nodes for
information about shutting down the operating systems on the compute nodes.

Step 2. Shut down each storage node. See the documentation that comes with the storage node for
information about shutting down the node.

Step 3. Shut down the Flex System Manager management node, if one is installed.
Step 4. Disconnect all power cords on the rear of the chassis from the power source.

Note: After you disconnect the chassis from power, wait at least 5 seconds before you connect the
chassis to power again.
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Chapter 3. Configuring the Flex System Enterprise Chassis

You can configure the Flex System Enterprise Chassis locally or remotely by using the Chassis Management
Module web interface. You must use the CMM to create user accounts and to configure IP addresses for the
CMM and the I/0 modules before you power-on the Flex System Manager management node, if one is
installed. Configuring the chassis involves performing all of the tasks that are necessary to set up a
functioning chassis on which you can begin to install applications.

Note: Before you configure the Flex System Enterprise Chassis, make sure that you have completed all
installation activities.

To configure the chassis, complete the following tasks:

1. Connect to the CMM web interface to create user accounts and to configure IP addresses for the CMM
and the chassis I/O modules (see “Configuring the chassis by using the CMM” on page 61).

Note:

¢ |f the chassis does not have a management node available, use the Chassis Management Module
web interface to complete the chassis configuration.

¢ If you have multiple chassis on the management network, you must establish user accounts and
configure the IP addresses using the CMM for each chassis before you power-on the management
node, if one is available.

2. If a Lenovo XClarity Administrator is available, use the Lenovo XClarity Administrator to discover and
configure the Flex System Enterprise Chassis (see “Configuring the chassis by using the Lenovo XClarity
Administrator” on page 65).

3. If a Flex System Manager management node is available, you can connect to the management node and
use the setup wizard to configure the management node (see “Configuring the chassis by using the Flex
System Manager management node” on page 65).

After you have completed the initial configuration, you can install and configure applications.

Configuring the chassis by using the CMM

Follow the instructions in this section to establish an Ethernet connection to the Chassis Management
Module and use the CMM web interface to configure the chassis.

Note:

¢ You must use the Chassis Management Module to establish user accounts and to configure IP addresses
for the CMM and the I/0 modules before you power-on the Flex System Manager management node, if
one is installed.

¢ If you have multiple chassis on the management network, you must establish user accounts and
configure the IP addresses for each chassis before you power-on the Flex System Manager management
node, if one is installed.

¢ |If the chassis does not have an Flex System Manager management node, use the Chassis Management
Module web interface to complete the chassis configuration.

For more information about using the Chassis Management Module web interface to configure the chassis,
see "Chassis management options" in the Lenovo Flex System Chassis Management Module User's Guide.

CMM network access tag

Information that you need to initially connect to the CMM is on the network access tag.
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Remove the network access tag from the CMM, before you install the CMM in a Flex System chassis.

The network access tag lists the following initial connection information for the CMM:

¢ MAC address

¢ Default host name

¢ |Pv6 link local address (LLA)

e Default URL (IPv4 static IP address): 192.168.70.100

e Default user name (USERID)

e Default password (PASSWORD, note the number zero, not the letter O, in PASSWORD

The network access tag is attached to the front of the CMM, as shown in the following illustration.

Note: If DHCP connection (default setting) fails, connection is attempted using the IPv4 static IP address.

Network
access tag

The front of the network access tag lists the CMM MAC address, default host name, and IPv6 link local
address (LLA), as shown in the following illustration.

Front
DHCP is MAC Address (Last 12 characters)
gg%belfeailt ‘MM************‘
- Default HOSt”a}"\é?\ MM Label Here \

IPv6 Link Local Ad dress (LLA): | LLA Label Here |

The rear of the of the network access tag lists the CMM default URL (IPv4 static IP address), default user
name, and default password, as shown in the following illustration.

Rear
Default Inf ormation: URL: https://192.168.70.100
User Name: USERID
Password: PASSWORD
O L-ZERO

o st mos ey MWINNINE

935"

7
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IPv6 addressing for initial connection

When you use IPv6 addressing, use the IPv6 link-local address to complete the initial connection to the
CMM.

The link-local address is a unique IPv6 address for the CMM that is automatically generated according to its
MAC address. It is of the form FE80::3BAT:94FF:FE0T:CBDO.

Determine the link-local address of the CMM in any of the following ways:

¢ Read the CMM link-local address on the network access tag that is attached to the front of the CMM (see
"CMM network access tag," in the Lenovo Flex System Chassis Management Module Command-Line
Interface Reference Guide or Installation Guide, for information). Note that the network access tag might
have been removed from your CMM during installation.

¢ If you are able to log in to the CMM command-line interface (CLI) using IPv4 addressing, view the link-
local address by using the ifconfig command (see "ifconfig command" in the Lenovo Flex System Chassis
Management Module Command-Line Interface Reference Guide for information about command use).

¢ If you are able to log in to the CMM web interface using IPv4 addressing, view the link-local address on
the IPv6 page on the Ethernet page on the Network Protocol Properties page (select Network from the
Mgt Module Management menu). All fields and options are fully described in the CMM web interface
online help.

If the CMM does not have a network access tag and you are unable to access the CMM by using IPv4,
complete the following steps to calculate link-local address:

Complete the following steps:

Step 1.  Write down the MAC address of the CMM. It is on a label on the CMM, near the reset button. The
label reads MMxxooooxxxxxxx, where xxxooxxxxxxxx is the MAC address. For example:

39-A7-94-07-CB-D0O
Step 2. Split the MAC address into two parts and insert FF-FE in the middle.For example:

39-A7-94-FF-FE-07-CB-D0
Step 3. Convert the two hexadecimal digits at the left end of the string to binary.For example:
e 39-A7-94-FF-FE-07-CB-DO
e 00111001-A7-94-FF-FE-07-CB-D0
Step 4. Invert the value of bit 7 of the binary string.For example:
e (00111001-A7-94-FF-FE-07-CB-DO
e 00111011-A7-94-FF-FE-07-CB-DO
Step 5. Convert the binary digits at the left end of the string back to hexadecimal.For example:
e 00111011-A7-94-FF-FE-07-CB-D0
e 3B-A7-94-FF-FE-07-CB-DO0
Step 6. Combine the hexadecimal digit pairs into 4-digit groups.For example:
e 3B-A7-94-FF-FE-07-CB-DO0
e 3BAT-94FF-FEOT7-CBDO
Step 7. Replace dash (-) separators with colon (:) separators.For example:
e 3BAT7-94FF-FEO7-CBDO
e 3BAT:94FF:FE07:CBDO
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Step 8.

Add FE80:: to the left of the string.For example:

FES80::3BA7:94FF:FE0T7:CBDO

For a MAC address of 39-A7-94-07-CB-D0, the link-local address that is used for initial IPv6 access is
FE80::3BAT:94FF:FEOT:CBDO.

Ethernet connection

Use these instructions to connect to the CMM through an Ethernet connection to use the CMM web

interface.

Note: The HTTP connection is not available when the CMM security policy is set to secure (the factory
default setting). When the security policy is set to secure, Ethernet connections must be made using HTTPS.

Complete the following steps:

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Connect an Ethernet cable from the client computer to the CMM by direct connection (Remote
management and console connector) or through a network.

To connect to the CMM for the first time, you might have to change the Internet Protocol properties
on the client computer. Make sure that the subnet of the client computer is set to the same value as
the CMM (the default CMM subnet is 255.255.255.0). The IP address of the CMM must also be in
the same local domain as the client computer.

Open a web browser on the client computer, and direct it to the CMM IP address. You must use a
secure connection (https://). For the first connection to the CMM, use the default IP address of the
CMM; if a new IP address has been assigned to the CMM, use that one instead.

Note: The factory-defined static IPv4 IP address is 192.168.70.100, the default IPv4 subnet
address is 255.255.255.0, and the default host name is MMxxxxxxxxxxxx, where xxxxxxxxxxxx is the
burned-in MAC address. The MAC address is on a label on the CMM, below the IP reset button
(see "CMM controls and indicators," in the Lenovo Flex System Chassis Management Module
Installation Guide, for the IP reset button location). See “IPv6 addressing for initial connection” on
page 63 for information about determining IPv6 addressing for initial connection.

Enter the CMM user name and password to start the remote session.

e The user ID and password are case sensitive. The same user ID and password are used for all
methods of connecting to the CMM.

¢ The default CMM user name is USERID, and the default password is PASSWORD (note the
number zero, not the letter O, in PASSWORD).

Note: Be sure to set the timeout value you want for your web session.
If you are connecting to the Chassis Management Module for the first time, perform initial
configuration of the CMM.

Note: Do not restart the CMM using the initial configuration.

Set the system-management processor (IMM/FSP) IP addresses for each of the compute nodes in
the chassis, including the Flex System Manager management node, if one is installed. From the
CMM user interface, select Chassis Management > Component IP configuration. Then select
the device to change the IP address.

Note:

You must restart each device to show the new IP address.

1. Cable the CMM to the management network and restart the CMM.
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2. Configure the Flex System Manager management node Ethernet ports, if a management node is
installed:

a. Use the console breakout cable to connect your client computer (or a keyboard, mouse, and monitor)
to the KVM connector on the Flex System Manager management node, if one is installed. See
“Connecting to the management node locally by using the console breakout cable” on page 68 for
more information.

b. Start the Flex System Manager management node, if one is installed, and complete the initial setup.

Note: If you are connecting to a single network for both data and management, configure
management node Ethernet port Eth0 only during initial setup. If you are connecting to separate
management and data networks, you must configure both management node Ethernet ports EthO
and Eth1. Make sure that these ports point to networks that are on different subnets.

c. After completing the management node Ethernet port configuration, you should be able to access
the Flex System Manager user interface to complete the setup and begin managing chassis. On a
computer connected to the management network, point your web browser to https://IP_address,
where IP_address is the IP address that you entered during initial configuration.

3. Log on to each of the /0O modules in the chassis and configure them.

Configuring the chassis by using the Lenovo XClarity Administrator

After you use the Chassis Management Module to establish user accounts and to configure IP addresses for
the CMM and the I/0 modules, you can use the Lenovo XClarity Administrator to discover and manage Flex
System Enterprise Chassis endpoints.

The Lenovo XClarity Administrator, if available, can discover Flex System chassis, compute nodes, and I/O
modules in your environment by probing for manageable systems that are on the same IP subnet as the
Lenovo XClarity Administrator. See http://flexsystem.lenovofiles.com/help/topic/com.lenovo.lxca.doc/aug_
product_page.html for more information.

Configuring the chassis by using the Flex System Manager management
node

After you use the Chassis Management Module to establish user accounts and to configure IP addresses for
the CMM and the I/0 modules, you can use the Flex System Manager management node to configure the
remaining chassis end points, if one is installed. Follow the instructions in this section to establish a
connection to the Flex System Manager management node and use the management software to complete
the chassis configuration.

Note:

¢ You must choose the cryptography mode (NIST 800-131A compliant or not) during the FSM setup wizard.
The FSM cryptography mode cannot be changed without a fresh installation. See http://
flexsystem.lenovofiles.com/help/topic/com.lenovo.acc.common.nav.doc/nist_implementing_a_compliant_
environment.html for more information.

¢ If the chassis does not have an Flex System Manager management node installed, you must use the CMM
to complete the chassis configuration (see “Configuring the chassis by using the CMM” on page 61).

Connect to the Flex System Manager management node in any of the following ways:

¢ Remotely, using the host name (see “Connecting to the management node remotely by using the host
name” on page 66).

¢ Remotely, using the static IP address (see “Connecting to the management node remotely by using the
static IP address” on page 67).

Chapter 3. Configuring the Flex System Enterprise Chassis 65


https://flexsystem.lenovofiles.com/help/topic/com.lenovo.lxca.doc/aug_product_page.html
https://flexsystem.lenovofiles.com/help/topic/com.lenovo.lxca.doc/aug_product_page.html
http://flexsystem.lenovofiles.com/help/topic/com.lenovo.acc.common.nav.doc/nist_implementing_a_compliant_environment.html?cp=0_2
http://flexsystem.lenovofiles.com/help/topic/com.lenovo.acc.common.nav.doc/nist_implementing_a_compliant_environment.html?cp=0_2
http://flexsystem.lenovofiles.com/help/topic/com.lenovo.acc.common.nav.doc/nist_implementing_a_compliant_environment.html?cp=0_2

¢ | ocally, using the console breakout cable (see “Connecting to the management node locally by using the
console breakout cable” on page 68).

Connecting to the management node remotely by using the host name

Use this information to connect to the Flex System Manager remotely using the hostname and configure the
Flex System Enterprise Chassis.

To connect to the Flex System Manager management node remotely by using the host name and configure
the Flex System Enterprise Chassis components, complete the following steps:

Step 1. Power on the management node.
Step 2. Connect the Ethernet cable from a notebook computer to your management network.

Note:

¢ The Flex System Manager management node connects to the management network internally
via the Chassis Management Module and then to a top-of-rack switch that is used for systems
management.

¢ If there is no DHCP server on the network, Flex System Manager management software will
revert back (after 2 minutes) to the static IP address on the network access tag that is attached
to the management node. See “Connecting to the management node remotely by using the
static IP address” on page 67 for instructions for using the static IP address.

Step 3. Remove the network access tag from the management node. The following illustration shows the
location of the Flex System Manager network access tag on the management node.

Network
access
tag

Step 4. Open a web browser.

Step 5. Enter the default host name that is shown on the Flex System Manager network access tag into the
web browser address field. For example:

where is I plus a 12-digit MAC address
(FsM _xoooooooooond)

An example of the tag is shown in the following illustration.
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Connect via DHCP

(Last 12 characters)

FSM Hostname: “FSM-_

IPv6: Link Local Address (LLA).

Step 6. Log in and accept the license agreement. The configuration wizard starts.

Connecting to the management node remotely by using the static IP
address

Use this information to connect to the Flex System Manager management node remotely by using the static
IP address and configure the Flex System Enterprise Chassis.

The Flex System Manager management node comes with predefined port values that you cannot change.
Make sure that the correct ports are open in your firewall before you connect to the management node. See
the Flex System Manager Installation and Service Guide for information about port availability.

To connect to the Flex System Manager management node remotely and configure the Flex System
Enterprise Chassis, complete the following steps:

Step 1. Power on the management node.

Step 2. Make sure that the subnet configuration of the notebook computer is consistent with the subnet
mask and IP address that are printed on the network access tag. The following illustration shows
the location of the network access tag on the management node.

Network
access
tag

Step 3. Connect an Ethernet cable from the notebook computer to your management network or directly
into the Ethernet connector on the Chassis Management Module in CMM bay 1. See “Connecting
to the management node remotely by using the host name” on page 66 for instructions for
connecting to the management network.

Step 4. Remove the network access tag from the management node.
Step 5. Open a web browser.

Step 6. Enter the IP address that is shown on the network access tag into the web browser address field.
The last two digits of the static IP address are based on the node bay in which the management

Chapter 3. Configuring the Flex System Enterprise Chassis 67



node is installed (for example, use 04 for the last two digits if the management node is in node bay
4). For example:

(R TENIILIET] Where the IGEXTIEY is IKPRTIROMIA (for a management node in node bay 4)

An example of the tag is shown in the following illustration.

_REAR

Connect via Static IP

Static IPv4 address depends on installation
location, i.e., chassis bay (01-14)

/ Write bay number here
W) (include O for single digits): __

" IPv4address: 192.168.70.2xx

penovensiasprioro | ININUINININ

Step 7. Log in and accept the license agreement. The configuration wizard starts.

Connecting to the management node locally by using the console
breakout cable

Use this information to connect to the Flex System Manager management node locally by using the console
breakout cable and configure the Flex System Enterprise Chassis.

To connect to the Flex System Manager management node locally by using the console breakout cable and
configure the Flex System Enterprise Chassis, complete the following steps:

Step 1. Locate the KVM connector on the management node. See the Flex System Manager management
node documentation for the location of this connector.

Step 2. Connect the console breakout cable to the KVM connector; then, tighten the captive screws to
secure the cable to the KVM connector.

Step 3. Connect a monitor, keyboard, and mouse to the console breakout cable connectors.

Serial
connector

0 ]

USB
ports (2)

2] 111

Video
connector
(blue)

Captive to KVM
screws connector

0 il

Step 4. Power on the management node.
Step 5. Log in and accept the license agreement. The configuration wizard starts.

Configuring the management node

All Flex System Manager management nodes are pre-configured with the same static IP address. The default
is 192.168.70.2xx. The last two digits (xx) in the static IP address are the bay number in which the compute
node is installed in the chassis. For example, if the compute node is installed in bay 2, the value of xx in the
static IP address is 02.
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To establish connectivity, the management node attempts to use Dynamic Host Configuration Protocol
(DHCP) to acquire its initial IP address for the Chassis Management Module Ethernet port. If DHCP is not
installed or is enabled and fails, the management node uses the static IP address.

For more information, see the Flex System Manager Installation and Service Guide.

Configuring I/0 modules

Use the Chassis Management Module web interface to configure ports and IP addresses for the I/0O modules
in the Flex System Enterprise Chassis.

You must enable at least one external port on an Ethernet switch module in I/0 module bay 1 or 2 to
communicate with the Ethernet controllers that are integrated in each compute node. See the documentation
that comes with the I/O module for information about configuration. I/O module information is available at
http://flexsystem.lenovofiles.com/help/topic/com.lenovo.acc.networkdevices.doc/network.html.

Note: If a pass-thru module is installed in I/O module bay 1, you must configure the network switch that the
pass-thru module is connected to. See the documentation that comes with the network switch for more
information. See “Network integration with the Flex System Manager” on page 50 for diagrams of the chassis
management and data networks.

To determine which I/0O modules are compatible with the Flex System Enterprise Chassis, see http://
www.lenovo.com/serverproven/.

Port mapping

Table 8 “I/O bay to expansion adapter port mapping” on page 69 summarizes the Flex System Enterprise
Chassis I/0 bay and port interconnections for each network switch and adapter. In this table, the bay
numbers correspond to the I/O bay in the chassis. Installing a second network switch in the chassis enables
a redundant path and a separate connection from the compute node (or other device) to the external devices
on the network. The second switch port connection in Table 8 “I/O bay to expansion adapter port mapping”
on page 69 allows for dual paths from the compute node (or other device) to external devices.

Table 8. 1/0O bay to expansion adapter port mapping

Chassis 1/0 bay Compute node I/0 expansion adapter port

1 Port 0 connection on the I/O expansion adapter in compute node position 1
2 Port 1 connection on the I/0 expansion adapter in compute node position 1
3 Port 0 connection on the I/O expansion adapter in compute node position 2
4 Port 1 connection on the I/O expansion adapter in compute node position 2

The node in bay 1 in Figure 1 “ LOM, I/O adapter, and network switch connections” on page 70 shows that
when a compute node is shipped with a LAN on motherboard (LOM) connector, the LOM connector provides
the link from the node system board to the chassis midplane. If required, the LOM connector can be
removed from the compute node and an I/O expansion adapter can be installed in the node. A compute
node with an I/O expansion adapter installed is shown in bay 2 in Figure 1 “ LOM, I/O adapter, and network
switch connections” on page 70.
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Figure 1. LOM, I/O adapter, and network switch connections

A total of two I/0 expansion adapters (M1 and M2 in Figure 2 “ Logical layout of node-to-switch
interconnections” on page 71) can be installed in a 1-bay compute node. Up to four I/O expansion adapters
can be installed in a 2-bay compute node.

Each I/0 expansion adapter has two connectors, one connects to the node system board and the second
connector is a high-speed interface that connects to the midplane when the node is installed in the chassis.

As shown in Figure 2 “ Logical layout of node-to-switch interconnections” on page 71, each of the links to
the chassis midplane (shown in blue) are four links wide. The exact number of links used on each I/0
expansion adapter is dependent on the type of application-specific integrated circuit (ASIC) that is installed
and the number of ports that are wired.
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Figure 2. Logical layout of node-to-switch interconnections

Configuring compute nodes

After you use the Chassis Management Module to establish user accounts and to configure IP addresses for
the CMM and the I/0 modules, you can use the Flex System Manager management node to configure the
compute nodes, if one is installed.

Note: If the chassis does not have a Flex System Manager management node installed, you must use the
CMM to configure the compute nodes. See “Configuring the chassis by using the CMM” on page 61 for more
information.

Configuring a compute node involves installing the operating system and updating the firmware. See the
documentation that comes with your compute node for configuration information. For more information
about compute nodes, see http://flexsystem.lenovofiles.com/help/topic/com.lenovo.acc.common.nav.doc/
compute_blades.html.

To determine which compute nodes are compatible with the Flex System Enterprise Chassis, see http://
www.lenovo.com/serverproven/.

For more information about using the Flex System Manager to configure compute nodes, see the Flex
System Manager Installation and Service Guide.
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Chapter 4. Troubleshooting the chassis

If you experience problems with your Flex System Enterprise Chassis, there are several ways to isolate and
solve the problem.

Using a management node

If a Lenovo XClarity Administrator or Flex System Manager management node is available, always use it as
the starting point for troubleshooting the chassis. The management node communicates directly with the
compute nodes and I/0O modules and can aggregate status and logs from multiple chassis.

If no management node is available, you can use the Flex System Chassis Management Module (CMM) for
troubleshooting.

Note: If you are using a Flex System Manager management node, a failed CMM might not allow monitoring
of chassis components. If a Flex System Manager is installed in a chassis without a working CMM, the Flex
System Manager might not be able to reach the network to monitor other devices because it uses a network
path through the CMM. For this reason, a chassis that contains a Flex System Manager should also contain
two CMMs. The primary CMM automatically fails over to the standby CMM if there is a monitoring problem or
a problem with the CMM.

Using the Flex System Chassis Management Module

Status information about fan modules, power supplies, and CMMs comes from the CMM. The CMM can also
report some hardware errors on the I/O modules and compute nodes. The CMM is not operating-system
aware and does not have information about device drivers.

The CMM allocates power to components and provides power permission to compute nodes if enough
power is available. I/O modules are automatically powered on by the CMM if enough power is available. The
CMM does not turn off power to I/O modules or compute nodes. The I/O modules and compute nodes have
their own firmware that protects the hardware.

A service-level reset command is available in the CMM command-line interface that you can use to remotely
cycle power to a monitored component. A service-level reset is a useful substitute for physically reseating a
component, because it restarts the component without requiring physical access. See "service command" in
the Lenovo Flex System Chassis Management Module Command-Line Interface Reference Guide for more
information.

See also "Service and support options" in the Lenovo Flex System Chassis Management Module User's
Guide.

Using the diagnostic LEDs

The front information panel has a fault (yellow) LED, a check log (yellow) LED, and an identify (blue) LED. If
any LED is lit, it indicates that the chassis has power. Any lit yellow LED on the chassis indicates to log in to
the highest level management device that is available (Flex System Manager management node or CMM)
and read the event log. The identify LED is used to help identify the location of the failed component or
chassis. Blue LEDs are always a result of a user action.

Service bulletins

The Support website is continually with tips and techniques that you can use to solve problems that you
might have with the Flex System Enterprise Chassis.
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To find service bulletins that are available for the Flex System Enterprise Chassis, go to http://
support.lenovo.com and search for the terms Flex System and retain.

Diagnostic tools

This section provides information about specific diagnostic tools that you can use to diagnose and solve
hardware-related problems.

CMM event log

The CMM event log contains a list of all events that are received from all devices in the Flex System
Enterprise Chassis. These events are also sent by the CMM to the Flex System Manager, if a management
node is installed.

You can view the Chassis Management Module event log by using the CMM command-line interface
displaylog command, through the CMM web interface, or by viewing the Flex System Manager event log.

Note: Communications errors from the compute nodes can take up to 20 minutes to appear in the CMM
event log.

When you read the CMM event log, the most recent events are displayed first. There are user responses in
each of the event messages. The user response is intended to resolve problems that are active events.
However, there are cases where the problem might have recovered without intervention. If the problem is not
an active event, there might be a log entry indicating that it has already recovered. Before you perform the
tasks indicated in the user response, verify that the problem remains an active event. If it is not an active
event, look for a log entry that indicates it has recovered.

When an error condition has recovered, the event log entry for the recovery will contain the same event id,
description, and user action as the original event. You must read the event text to determine if the message
is a recovery event or a problem event.

For example, the problem statement for event 000A6001 is: Fan module %s is operating in a degraded state.
The recovery statement for event 000A6001 is: Fan module %s has returned to normal speed operation.

Unresolved problems will be regenerated if they still exist. For example, if there was a CMM failover or
restart, the active events list will be recreated. Note also that the CMM log does not refresh.

Attention: Before troubleshooting the Flex System Enterprise Chassis, make sure that the CMM firmware is
the latest level available. Often problems have already been corrected and the fix is available with a firmware
update. See "Updating the CMM firmware" in the Lenovo Flex System Chassis Management Module
Installation Guide for more information.

For each event code, the following fields are displayed:

Event identifier
An eight-character hexadecimal identifier that uniquely identifies an event or class of events. Event
identifiers are displayed in the event log and in notifications (emails and SNMP alerts).

Note: In SNMP alerts, the event identifier is displayed as a decimal number. You convert that integer
into a hexadecimal number to map it to the event that is displayed in this document.

Event description
The logged message string that appears for an event. The logged message string that appears in this
document is slightly different from the event string that appears in the event log.
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When the event string is displayed in the event log, information such as a user ID or a specific node bay
number is displayed. In this document, that additional information appears as [arg#].

Explanation

Provides additional information to explain why the event occurred.

Severity

An indication of the level of concern for the condition. In the event log severity is abbreviated to the first
character. The following table describes the severity levels.

Table 9. Severity levels

Severity

Description

Informational

An informational message is information that is recorded for audit purposes, usually a user
action or a change of states that is normal behavior.

Warning A warning is not as severe as an error, but if possible, you should correct the condition before it
becomes an error. It might also be a condition that requires additional monitoring or
maintenance.

Error An error typically indicates a failure or critical condition that impairs service or an expected
function.

Alert category

Similar events are grouped together in categories. Information in the alert category field is displayed as
component (severity).

component

Events are grouped into the following component categories:

e Compute node

Inventory

Chassis/System Management
Cooling devices
I/0 modules

Network change

e Power supplies

¢ Power on/off

In addition, the following categories are available:

e FEventlog: Events related to the event log. For example, if the field Monitor log state events is
enabled on the Event log page of the Chassis Management Module Web interface, events related
to the log being 75% full and the log being 100% full are listed for this category.

e User activity: Audit related events, such as when a user logs in to the Chassis Management
Module Web interface.

severity

Events are also grouped into the following severity levels:

¢ |nformational

e Warning
e (Critical

Note: The severity Critical for the Alert Category field is the same as the severity Error in the
Severity field.
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Log source

Use the log source as an aid in determining which component has reported an event. The log source
field shows one of the following sources:

e Audit. A user action log.

¢ Node_number. The compute node indicated by the bay number.
e Cool_number. A fan module indicted by bay number.

¢ |IOMod_number. An I/0 module indicated by the bay number.

e Power_number . A power supply indicated by the bay number.

e SERVPROC. The system-management processor for the CMM.

Automatically notify service

If this field is set to “Yes,” and you have enabled Electronic Service Agent on the Flex System Manager,
Support will be notified automatically if the event is generated.

While waiting for Support to call, you can perform the recommended actions for the event.

Recoverable

If this field is a “Yes,” it indicates that the CMM can generate a message that shows the condition has
recovered. This does not mean that the event is a recovery of the condition.

If the message is a recovery message, the CMM will typically prefix the message with the word
“Recovery”. An example of a recoverable message is an over- temperature threshold event. A
component alerts the CMM for an over-temperature condition and then recovers when the condition no
longer exists.

If this field is a “No” then there is no possible recovery reported by the CMM. These are typically
informational message such as a user has logged in, or a component was installed.

Chassis LEDs that are lit

Where appropriate, this field displays the chassis LEDs that are lit for an event. The front panel of a
chassis provides LED indicators for power, faults, location, and a check logs indicator. Some events will
cause an LED to illuminate. Other events, such as events from a compute node, are indicated through
the chassis as well as through LEDs on the compute node. For example, if a compute node error LED is
lit, the chassis error LED should also be lit.

For more information about chassis LEDs, see “Front information panel LEDs” on page 921 and
“Chassis module LEDs” on page 923.

SNMP Trap ID

76

The SNMP trap ID found in the SNMP alert management information base (MIB).

SNMP users will be notified of the alerts in the event categories via an SNMP trap. The traps are defined
in mmalert.mib, which is distributed with the Chassis Management Module firmware. The following table
shows the MIB Object and the Object Identifier (OID) for the selected alert category.

Alert categories MIB object Object identifier

Critical/Error

Chassis/System Management

(Critical) mmTrapChassisC .1.3.6.1.4.1.2.6.158.3.0.130
Cooling devices (Critical) mmTrapFanC .1.3.6.1.4.1.2.6.158.3.0.133
Power supplies (Critical) mmTrapPsC .1.3.6.1.4.1.2.6.158.3.0.4
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Alert categories MIB object Object identifier

Nodes (Critical) mmTrapBladeC .1.3.6.1.4.1.2.6.158.3.0.128
I/0 modules (Critical) mmTraplOC .1.3.6.1.4.1.2.6.158.3.0.129
Storage modules (Critical) mmTrapStorageC .1.3.6.1.4.1.2.6.158.3.0.131

NonCritical/Warning

Chassis/System Management
(Warning)

mmTrapChassisN

.1.3.6.1.4.1.2.6.158.3.0.162

Cooling devices (Warning) mmTrapFanN .1.3.6.1.4.1.2.6.158.3.0.165
Power supplies (Warning) mmTrapPowerN .1.3.6.1.4.1.2.6.158.3.0.164
Nodes (Warning) mmTrapBladeN .1.3.6.1.4.1.2.6.158.3.0.160
I/0 modules (Warning) mmTraplON .1.3.6.1.4.1.2.6.158.3.0.161
Storage Modules (Warning) mmTrapStorageN .1.3.6.1.4.1.2.6.158.3.0.163

Event Log (Warning)

mmTrapLogFullN

.1.3.6.1.4.1.2.6.158.3.0.7

System/Informational

Chassis/System Management
(Informational)

mmTrapChassisS

.1.3.6.1.4.1.2.6.158.3.0.178

Cooling devices (Informational) mmTrapFanS 1.3.6.1.4.1.2.6.158.3.0.181
Power supplies (Informational) mmTrapPowerS .1.3.6.1.4.1.2.6.158.3.0.180
Nodes (Informational) mmTrapBladeS 1.3.6.1.4.1.2.6.158.3.0.176
I/0 modules (Informational) mmTraplOS .1.3.6.1.4.1.2.6.158.3.0.177
Storage modules (Informational) mmTrapStorageS .1.3.6.1.4.1.2.6.158.3.0.179
Event log (Informational) mmTrapSysLogS .1.3.6.1.4.1.2.6.158.3.0.35
Power on/off (Informational) mmTrapPwrDOS .1.3.6.1.4.1.2.6.158.3.0.182
Inventory change (Informational) mmTrapSysInvS .1.3.6.1.4.1.2.6.158.3.0.34
Network change (Informational)) mmTrapNwChangeS .1.3.6.1.4.1.2.6.158.3.0.37

User activity (Informational)

mmTrapRemotelLoginS

.1.3.6.1.4.1.2.6.158.3.0.30

Test message

mmTrapAppS

.1.3.6.1.4.1.2.6.158.3.0.22

User response

Indicates what actions you should perform to resolve the event. Perform the steps listed in this section in
the order shown until the problem is resolved.

If, after performing all of the actions described in the User Response, you cannot resolve the problem,
you can submit an Electronic Service Request. Submitting an Electronic Service Request will start the
process of determining a solution to your problem by making the pertinent information available to

Support.

Note: If the call home capability is enabled (CMM Service Advisor or Flex System Manager Electronic
Service Agent), the management device can automatically report serviceable events to Support and

provide the associated system service information.

You can also go to http://support.lenovo.com to manually submit an Electronic Service Request.
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Note: This list includes error codes and messages that will only appear when certain chassis settings or
options are installed.

List of CMM events

This section lists all messages that can be sent from the CMM.

e 00000014 : Test alert was generated by user ID [arg1].

The Chassis Management Module has sent a test message to help verify connectivity.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Test Message

SNMP Trap ID
mmTrapAppS

CIM Information
Prefix: CMM ID: 0003

User Response
Information only; no action is required.
e 0000006B : The [arg1] log is full.

The Chassis Management Module log specified in [arg1] is full. The specified log can be "system" or
"audit". New entries in the specified log will overwrite the oldest entries. Log fullness monitoring is
disabled by default and must be enabled by the user. The syslog can be use to collect a larger history of
log messages on a remote server.

Severity
Warning

Serviceable
Yes

Automatically notify support
No

Alert Category
Event Log (Warning)

SNMP Trap ID
mmTrapLogFullN

CIM Information
Prefix: CMM ID: 0395

User Response
Save the log, solve open problems, and then clear the log.
e 00000071 : The [arg1] log is almost full.

The Chassis Management Module log specified in [arg1] is 75% full. The specified log can be "system" or
"audit". When the specified log is completely full, new entries in the log will overwrite the oldest entries.

78  Lenovo Flex System Enterprise Chassis Installation and Service Guide



Log fullness monitoring is disabled by default and must be enabled by the user. The syslog can be use to
collect a larger history of log messages on a remote server.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Event Log (Informational)

SNMP Trap ID
mmTrapSysLogS

CIM Information
Prefix: CMM ID: 0399

User Response
Information only; no action is required.
0000007A : Login successful. User ID [arg1] from [arg2] at IP address [arg3].

The specified user has logged in to the Chassis Management Module.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0001

User Response
Information only; no action is required.
0000016B : The [arg1] log is full.

The Chassis Management Module log specified in [arg1] is full. The specified log can be "system" or
"audit". New entries in the specified log will overwrite the oldest entries. Log fullness monitoring is
disabled by default and must be enabled by the user. The syslog can be use to collect a larger history of
log messages on a remote server.

Severity
Warning

Serviceable
Yes

Automatically notify support
No
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Alert Category
Event Log (Warning)

SNMP Trap ID
mmTrapLogFullN

CIM Information
Prefix: CMM ID: 0395

User Response
Save the log, solve open problems, and then clear the log.
e 00000171 : The [arg1] log is almost full.

The Chassis Management Module log specified in [arg1] is 75% full. The specified log can be "system" or
"audit". When the specified log is completely full, new entries in the log will overwrite the oldest entries.
Log fullness monitoring is disabled by default and must be enabled by the user. The syslog can be use to
collect a larger history of log messages on a remote server.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Event Log (Informational)

SNMP Trap ID
mmTrapSysLogS

CIM Information
Prefix: CMM ID: 0399

User Response
Information only; no action is required.
e 0000017A : Monitoring the fullness of the Chassis Management Module system and audit logs has
been enabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has enabled monitoring of the fullness state of the Chassis Management Module
system and audit logs.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0675

User Response
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Information only; no action is required.

0000017B : Monitoring the fullness of the Chassis Management Module system and audit logs has

been disabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has disabled monitoring of the fullness state of the Chassis Management Module

system and audit logs.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0676

User Response
Information only; no action is required.

00006011 : The battery in Chassis Management Module [arg1] is low.

The battery in the Chassis Management Module is failing.

Severity
Error

Serviceable
Yes

Automatically notify support
Yes

Alert Category
Chassis/System Management (Critical)

SNMP Trap ID
mmTrapChassisC

CIM Information
Prefix: CMM ID: 0818

User Response
Replace the battery.

00006012 : The battery in Chassis Management Module [arg1] is low.

The battery in the Chassis Management Module is failing.
Severity
Error

Serviceable
Yes

Automatically notify support
Yes
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Alert Category
Chassis/System Management (Critical)

SNMP Trap ID
mmTrapChassisC

CIM Information
Prefix: CMM ID: 0818

User Response
Replace the battery.
e 00006120 : Chassis Management Module [arg1] failure. FPGA Host [arg2] communication is offline.

FPGA Host communication is offline.

Severity
Error

Serviceable
Yes

Automatically notify support
Yes

Alert Category
Chassis/System Management (Critical)

SNMP Trap ID
mmTrapChassisC

CIM Information
Prefix: CMM ID: 0819

User Response
Complete the following steps until the problem is solved:
— Reseat Chassis Management Module.
— Replace the Chassis Management Module.
e 00006121 : Chassis Management Module [arg1] failure. FPGA Host [arg2] communication is offline.

FPGA Host communication is offline.

Severity
Error

Serviceable
Yes

Automatically notify support
Yes

Alert Category
Chassis/System Management (Critical)

SNMP Trap ID
mmTrapChassisC

CIM Information
Prefix: CMM ID: 0819

User Response
Complete the following steps until the problem is solved:
— Reseat Chassis Management Module.
— Replace the Chassis Management Module.
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e 00006122 : Chassis Management Module [arg1] failure. FPGA Host [arg2] communication is offline.

FPGA Host communication is offline.

Severity
Error

Serviceable
Yes

Automatically notify support
Yes

Alert Category
Chassis/System Management (Critical)

SNMP Trap ID
mmTrapChassisC

CIM Information
Prefix: CMM ID: 0819

User Response
Complete the following steps until the problem is solved:
— Reseat Chassis Management Module.
— Replace the Chassis Management Module.
¢ 00006123 : Chassis Management Module [arg1] failure. FPGA Host [arg2] communication is offline.

FPGA Host communication is offline.
Severity
Error

Serviceable
Yes

Automatically notify support
Yes

Alert Category
Chassis/System Management (Critical)

SNMP Trap ID
mmTrapChassisC

CIM Information
Prefix: CMM ID: 0819

User Response
Complete the following steps until the problem is solved:
— Reseat Chassis Management Module.
— Replace the Chassis Management Module.
e 00006124 : Chassis Management Module [arg1] failure. FPGA Host [arg2] communication is offline.

FPGA Host communication is offline.
Severity
Error

Serviceable
Yes

Automatically notify support
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Yes

Alert Category
Chassis/System Management (Critical)

SNMP Trap ID
mmTrapChassisC

CIM Information
Prefix: CMM ID: 0819

User Response
Complete the following steps until the problem is solved:
— Reseat Chassis Management Module.
- Replace the Chassis Management Module.
e 00006125 : Chassis Management Module [arg1] failure. FPGA Host [arg2] communication is offline.

FPGA Host communication is offline.

Severity
Error

Serviceable
Yes

Automatically notify support
Yes

Alert Category
Chassis/System Management (Critical)

SNMP Trap ID
mmTrapChassisC

CIM Information
Prefix: CMM ID: 0819

User Response
Complete the following steps until the problem is solved:
— Reseat Chassis Management Module.
— Replace the Chassis Management Module.
e 00006126 : Chassis Management Module [arg1] failure. FPGA Host [arg2] communication is offline.

FPGA Host communication is offline.
Severity
Error

Serviceable
Yes

Automatically notify support
Yes

Alert Category
Chassis/System Management (Critical)

SNMP Trap ID
mmTrapChassisC

CIM Information
Prefix: CMM ID: 0819

User Response
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Complete the following steps until the problem is solved:
— Reseat Chassis Management Module.
— Replace the Chassis Management Module.
e 00006220 : Chassis Management Module [arg1] failure. FPGA Host [arg2] communication is offline.

FPGA Host communication is offline.

Severity
Error

Serviceable
Yes

Automatically notify support
Yes

Alert Category
Chassis/System Management (Critical)

SNMP Trap ID
mmTrapChassisC

CIM Information
Prefix: CMM ID: 0819

User Response
Complete the following steps until the problem is solved:
— Reseat Chassis Management Module.
— Replace the Chassis Management Module.
e 00006221 : Chassis Management Module [arg1] failure. FPGA Host [arg2] communication is offline.

FPGA Host communication is offline.
Severity
Error

Serviceable
Yes

Automatically notify support
Yes

Alert Category
Chassis/System Management (Critical)

SNMP Trap ID
mmTrapChassisC

CIM Information
Prefix: CMM ID: 0819

User Response
Complete the following steps until the problem is solved:
— Reseat Chassis Management Module.
— Replace the Chassis Management Module.
¢ 00006222 : Chassis Management Module [arg1] failure. FPGA Host [arg2] communication is offline.

FPGA Host communication is offline.

Severity
Error

Serviceable
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Yes

Automatically notify support
Yes

Alert Category
Chassis/System Management (Critical)

SNMP Trap ID
mmTrapChassisC

CIM Information
Prefix: CMM ID: 0819

User Response
Complete the following steps until the problem is solved:
— Reseat Chassis Management Module.
— Replace the Chassis Management Module.
e 00006223 : Chassis Management Module [arg1] failure. FPGA Host [arg2] communication is offline.

FPGA Host communication is offline.

Severity
Error

Serviceable
Yes

Automatically notify support
Yes

Alert Category
Chassis/System Management (Critical)

SNMP Trap ID
mmTrapChassisC

CIM Information
Prefix: CMM ID: 0819

User Response
Complete the following steps until the problem is solved:
— Reseat Chassis Management Module.
— Replace the Chassis Management Module.
e 00006224 : Chassis Management Module [arg1] failure. FPGA Host [arg2] communication is offline.

FPGA Host communication is offline.
Severity
Error

Serviceable
Yes

Automatically notify support
Yes

Alert Category
Chassis/System Management (Critical)

SNMP Trap ID
mmTrapChassisC

CIM Information
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Prefix: CMM ID: 0819

User Response
Complete the following steps until the problem is solved:
— Reseat Chassis Management Module.
— Replace the Chassis Management Module.
00006225 : Chassis Management Module [arg1] failure. FPGA Host [arg2] communication is offline.

FPGA Host communication is offline.

Severity
Error

Serviceable
Yes

Automatically notify support
Yes

Alert Category
Chassis/System Management (Critical)

SNMP Trap ID
mmTrapChassisC

CIM Information
Prefix: CMM ID: 0819

User Response
Complete the following steps until the problem is solved:
— Reseat Chassis Management Module.
— Replace the Chassis Management Module.
00006226 : Chassis Management Module [arg1] failure. FPGA Host [arg2] communication is offline.

FPGA Host communication is offline.
Severity
Error

Serviceable
Yes

Automatically notify support
Yes

Alert Category
Chassis/System Management (Critical)

SNMP Trap ID
mmTrapChassisC

CIM Information
Prefix: CMM ID: 0819

User Response
Complete the following steps until the problem is solved:
— Reseat Chassis Management Module.
— Replace the Chassis Management Module.
00010022 : Chassis Management Module failed to obtain DHCP IP address.

The Chassis Management Module cannot obtain an IP address from the DHCP server.

Severity
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Informational

Serviceable
Yes

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0373

User Response
Complete the following steps until the problem is solved:

1. Make sure that the Ethernet cable is connected and devices on both ends of the cable are
functioning.

2. Make sure that the DHCP server is up and running.
e 00014035 : File [arg1] was deleted by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has deleted the specified file from the Chassis Management Module.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0630

User Response
Information only; no action is required.
e 00014041 : CIN node pair (VLAN ID [arg1] and IP address [arg2]) was enabled by user ID [arg3] from
[arg4] at IP address [arg5].

The specified user has enabled the specified chassis internal network (CIN) node pair.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)
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SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0963

User Response

Information only; no action is required.
00014042 : CIN node pair (VLAN ID [arg1] and IP address [arg2]) was disabled by user ID [arg3]
from [arg4] at IP address [arg5].

The specified user has disable the specified chassis internal network (CIN) node pair.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0964

User Response

Information only; no action is required.
00014043 : CIN node pair (VLAN ID [arg1] and IP address [arg2]) was added by user ID [arg3] from
[arg4] at IP address [arg5].

The specified user has added the specified chassis internal network (CIN) node pair.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0965

User Response

Information only; no action is required.
00014044 : CIN node pair (VLAN ID [arg1] and IP address [arg2]) was deleted by user ID [arg3] from
[arg4] at IP address [arg5].

The specified user has deleted the specified chassis internal network (CIN) node pair.
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Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0966

User Response
Information only; no action is required.
e 00014045 : CIN node pair (VLAN ID [arg1] and IP address [arg2]) was changed by user ID [arg3]
from [arg4] at IP address [arg5].

The specified user has changed one or both chassis internal network (CIN) parameters for the node.
These parameters include the CIN VLAN ID and the CIN IP address.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0967

User Response
Information only; no action is required.
e 00014046 : Global enablement CIN by user ID [arg1] from [arg2] at IP address [arg3] was
successful.

The specified user has enabled successfully the chassis internal network (CIN) for all configured nodes.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
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mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0968

User Response

Information only; no action is required.
00014047 : Global disablement of CIN by user ID [arg1] from [arg2] at IP address [arg3] was
successful.

The specified user has disabled successfully the chassis internal network (CIN). All CIN functions are
disabled for all configured nodes.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0969

User Response
Information only; no action is required.
00014048 : Global enablement of CIN by user ID [arg1] from [arg2] at IP address [arg3] failed.

The specified user has failed to enable the chassis internal network (CIN) for all configured nodes.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0970

User Response
Information only; no action is required.
00014049 : Global disablement of CIN by user ID [arg1] from [arg2] at IP address [arg3] failed.

The specified user has failed to disable the chassis internal network (CIN). All CIN functions are still
enabled for all configured nodes.

Severity
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Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0971

User Response
Information only; no action is required.
e (0001404A : IPv6 was enabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has enabled IPv6 support on the Chassis Management Module.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0950

User Response
Information only; no action is required.
e 0001404B : IPv6 was disabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has disabled IPv6 support on the Chassis Management Module.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0951
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User Response
Information only; no action is required.
0001404C : IPv6 static configuration was enabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has enabled IPv6 static address assignment on the Chassis Management Module.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0952

User Response
Information only; no action is required.
0001404D : IPv6 static configuration was disabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has disabled IPv6 static address assignment on the Chassis Management Module.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0953

User Response

Information only; no action is required.
0001404E : IPv6 static configuration for [arg1] CMM is changed, gateway=[arg2] prefix length=
[arg3], IP address = [arg4] by user ID [arg5] from [arg6] at IP address [arg7].

The specified user has changed the IPv6 static address configuration on the Chassis Management
Module.
Severity

Informational

Serviceable
No

Automatically notify support
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No

Alert Category
Network change (Informational)

SNMP Trap ID
mmTrapNwChangeS

CIM Information
Prefix: CMM ID: 0566

User Response
Information only; no action is required.
e 00014053 : IPv6 DHCP address configuration is enabled by user ID [arg1] from [arg2] at IP address
[arg3].

The specified user has enabled DHCPv6 on the Chassis Management Module.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0567

User Response
Information only; no action is required.
e 00014054 : IPv6 DHCP address configuration is disabled by user ID [arg1] from [arg2] at IP address

[arg3].
The specified user has disabled DHCPv6 on the Chassis Management Module.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0568

User Response
Information only; no action is required.
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00014055 : DHCPvV6 IP address for [arg1] CMM was not obtained because the DHCP timeout period
was exceeded.

The Chassis Management Module was not able to obtain a dynamic address assignment from DHCPv6.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0569

User Response
Complete the following steps until the problem is solved:

1. Make sure that the Ethernet cable is connected and the devices on both ends of the cable are
functioning.

2. Make sure that the DHCPV6 server is up and running.
00014056 : DHCPv6 configuration for [arg1] CMM has been enabled: DN=[arg2], IP=[arg3], prefix=
[arg4], DNS1=[arg5].

The specified DHCPv6 configuration is currently enabled for the Chassis Management Module.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0571

User Response

Information only; no action is required.
00014060 : IPv6 stateless address auto-configuration is enabled by user ID [arg1] from [arg2] at IP
address [arg3].

The specified user has enabled IPv6 stateless address auto-configuration on the Chassis Management
Module.

Severity
Informational
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Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0776

User Response
Information only; no action is required.
e 00014061 : IPv6 stateless address auto-configuration is disabled by user ID [arg1] from [arg2] at IP
address [arg3].

The specified user has disabled IPv6 stateless address auto-configuration on the Chassis Management
Module.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0777

User Response
Information only; no action is required.
e 00015011 : Automated file transfer problem reporting configuration was not changed by user ID
[arg1] from [arg2] at IP address [arg3].

The configuration of the automated file transfer problem report cannot be changed because one or more
configuration settings are not valid.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS
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CIM Information
Prefix: CMM ID: 0351

User Response
Correct the configuration settings (including all passwords) and attempt to save the configuration
again.
00015012 : Automated file transfer problem report configuration changed by user ID [arg1] from
[arg2] at IP address [arg3].

The specified user has changed the configuration for the automated file transfer report for service data.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0352

User Response
Information only; no action is required.
00015013 : Automated file transfer of service data via [arg1] failed for event [arg2].

The file transfer of service data for an automatic support notification was not successful.

Severity
Informational

Serviceable
Yes

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0353

User Response
Complete the following steps until the problem is solved:

1. Ping the FTP server to make sure that it is functional.

2. Make sure that the FTP server exists and is configured correctly.
3. Attempt to log in to the FTP server.
4

. Determine whether there is a problem with the firewall between the Chassis Management Module
and the FTP server.
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5. Manually save the service data.
e 00015014 : Manual email of service information [arg1] reported by user ID [arg2] from [arg3] at IP
address [arg4].

The specified user attempted an email notification, and the notification was successfully reported or failed
to be reported.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0354

User Response
Information only; no action is required.
e 00015050 : Service data collection for event [arg1] failed. Service event will not be reported.

Service data was not collected for the specified event, and an automatic support notification was not
attempted.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0357

User Response
Submit a service request for the event.
¢ 00015060 : Call home exclusion list modified by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has changed the exclusion list for automatic support notifications.

Severity
Informational

Serviceable
No

Automatically notify support
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No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0358

User Response
Information only; no action is required.
e 00015070 : The call home of event [arg1] is canceled. The event recovered before notification was
sent.

An event was queued as an automatic support notification, but the error was corrected before the
notification was sent. The notification has not been sent.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0116

User Response
Information only; no action is required.
e 00015100 : Firmware update of [arg1] started by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has started a firmware update of the specified device.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0068

User Response
Information only; no action is required.
e 00015101 : Firmware update of device [arg1] complete. Build ID: [arg2].
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The specified firmware update has been completed.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0069

User Response
Information only; no action is required.
e 00015102 : Firmware update of device [arg1] failed. Reason: [arg2].

The specified firmware has not been updated.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0070

User Response
The firmware update was not completed normally. If the target image was partially written, another
message is displayed. To update the firmware to the target level, update the firmware again. If event
message indicates incompatible key, acquire the correct firmware version for a Chassis Management
Module and retry the firmware update operation.
e 00015105 : Firmware update of device [arg1] complete. Build ID: [arg2].

The specified firmware update has been completed.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
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I/O Modules (Informational)

SNMP Trap ID
mmTraplOS

CIM Information
Prefix: CMM ID: 0069

User Response
Information only; no action is required.
00015106 : Firmware update of device [arg1] failed. Reason: [arg2].

The specified firmware has not been updated.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
I/0 Modules (Informational)

SNMP Trap ID
mmTraplOS

CIM Information
Prefix: CMM ID: 0070

User Response
The firmware update was not completed normally. If the target image was partially written, another
message is displayed. To update the firmware to the target level, update the firmware again. If event
message indicates incompatible key, acquire the correct firmware version for a Chassis Management
Module and retry the firmware update operation.

00015107 : Firmware update of [arg1] started by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has started a firmware update of the specified device.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0068

User Response

Information only; no action is required.
00015401 : System-management processor in [arg1] is in firmware update mode and must be
updated.
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The firmware in the specified node must be updated.

Severity
Informational

Serviceable
Yes

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0174

User Response
Update the update system firmware.
e 00015402 : System-management processor in [arg1] is in firmware update mode and must be
updated.

The firmware in the specified node must be updated.
Severity
Informational

Serviceable
Yes

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0174

User Response
Update the update system firmware.
e 00015403 : System-management processor in [arg1] is in firmware update mode and must be
updated.

The firmware in the specified node must be updated.
Severity
Informational

Serviceable
Yes

Automatically notify support
No

Alert Category
Nodes (Informational)
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SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0174

User Response

Update the update system firmware.
00015404 : System-management processor in [arg1] is in firmware update mode and must be
updated.

The firmware in the specified node must be updated.

Severity
Informational

Serviceable
Yes

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0174

User Response

Update the update system firmware.
00015405 : System-management processor in [arg1] is in firmware update mode and must be
updated.

The firmware in the specified node must be updated.
Severity
Informational

Serviceable
Yes

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0174

User Response

Update the update system firmware.
00015406 : System-management processor in [arg1] is in firmware update mode and must be
updated.

The firmware in the specified node must be updated.
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Severity
Informational

Serviceable
Yes

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0174

User Response
Update the update system firmware.
e 00015407 : System-management processor in [arg1] is in firmware update mode and must be
updated.

The firmware in the specified node must be updated.

Severity
Informational

Serviceable
Yes

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0174

User Response
Update the update system firmware.
¢ 00015408 : System-management processor in [arg1] is in firmware update mode and must be
updated.

The firmware in the specified node must be updated.
Severity
Informational

Serviceable
Yes

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS
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CIM Information
Prefix: CMM ID: 0174

User Response

Update the update system firmware.
00015409 : System-management processor in [arg1] is in firmware update mode and must be
updated.

The firmware in the specified node must be updated.

Severity
Informational

Serviceable
Yes

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0174

User Response

Update the update system firmware.
0001540A : System-management processor in [arg1] is in firmware update mode and must be
updated.

The firmware in the specified node must be updated.
Severity
Informational

Serviceable
Yes

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0174

User Response

Update the update system firmware.
0001540B : System-management processor in [arg1] is in firmware update mode and must be
updated.

The firmware in the specified node must be updated.

Severity
Informational

Chapter 4. Troubleshooting the chassis 105



Serviceable
Yes

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0174

User Response
Update the update system firmware.
¢ 0001540C : System-management processor in [arg1] is in firmware update mode and must be
updated.

The firmware in the specified node must be updated.

Severity
Informational

Serviceable
Yes

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0174

User Response
Update the update system firmware.
e 0001540D : System-management processor in [arg1] is in firmware update mode and must be
updated.

The firmware in the specified node must be updated.
Severity
Informational

Serviceable
Yes

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0174
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User Response

Update the update system firmware.
0001540E : System-management processor in [arg1] is in firmware update mode and must be
updated.

The firmware in the specified node must be updated.

Severity
Informational

Serviceable
Yes

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0174

User Response

Update the update system firmware.
00015500 : Failed to change system-management processor management network interface [arg1]
configuration of [arg2].

The external interface of the management network for the node cannot be set.

Severity
Informational

Serviceable
Yes

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0374

User Response
Complete the following steps until the problem is solved:

1. Try to set the management network configuration for the node again.
2. Reset the system-management processor on the node.

3. Change the node settings, using the Setup utility.
00015503 : Chassis Management Module reset because of watchdog timeout.

The Chassis Management Module (CMM) has been reset because of a watchdog timeout. This CMM reset
might be related to a change in the configuration of the CMM or the network.

Severity
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Warning

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Warning)

SNMP Trap ID
mmTrapChassisN

CIM Information
Prefix: CMM ID: 0557

User Response
Check the CMM event log to determine what changes have been made to the CMM that might have
caused this event. If there are repeated failures in the log, contact Support.
e 00015504 : The operator is not permitted to change the power policy to consume more power than
is available.

The power policy cannot be changed to a setting that enables the chassis to use more power than is
available from a single power supply.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0637

User Response
Information only; no action is required.
e 00015505 : Wake on LAN for node in bay [arg1] was enabled by user ID [arg2] from [arg3] at IP
address [arg4].

The specified user has enabled Wake on LAN for the specified node.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
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mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0893

User Response

Information only; no action is required.
00015506 : Node [arg1] management network interface configuration updated by user ID [arg2]
from [arg3] at IP address [arg4].

The specified user has updated the node management network interface configuration.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0467

User Response

Information only; no action is required.
00015507 : Wake on LAN for all nodes was enabled by user ID [arg1] from [arg2] at IP address
[arg3].

The specified user has enabled wake on lan for all nodes.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0895

User Response

Information only; no action is required.
00015508 : Wake on LAN for node in bay [arg1] was disabled by user ID [arg2] from [arg3] at IP
address [arg4].

The specified user has disabled Wake on LAN for the specified node.

Severity
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Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0894

User Response
Information only; no action is required.
e 00015509 : Wake on LAN for all nodes was disabled by user ID [arg1] from [arg2] at IP address
[arg3].

The specified user has disabled wake on lan for all nodes.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0896

User Response
Information only; no action is required.
¢ 00015510 : Chassis Management Module has securely erased user data.

The Chassis Management Module (CMM) user data has been securely erased. This includes any
passwords, accounts, keys, or configurations on the system.
Severity

Warning

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Warning)

SNMP Trap ID
mmTrapChassisN
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CIM Information
Prefix: CMM ID: 0809

User Response
Data on the Chassis Management Module (CMM) is cleared and is safe for disposal If there are
repeated failures in the log, contact Support.

00015511 : Chassis Management Module was unable to securely erase user data.

The Chassis Management Module (CMM) user data could not be securely erased.

Severity
Warning

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Warning)

SNMP Trap ID
mmTrapChassisN

CIM Information
Prefix: CMM ID: 0810

User Response
Data on the Chassis Management Module (CMM) could not be erased securely. If there are repeated
failures in the log, contact Support.
00015600 : Firmware update of standby Chassis Management Module from CMM [arg1] to CMM
[arg2] was not completed ([arg3]).

The firmware in the standby Chassis Management Module (CMM) is automatically updated if it is different
from the firmware level in the primary CMM. The firmware update of the standby CMM has failed. The
primary CMM and standby CMM are at different firmware levels.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0375

User Response
Update the primary CMM to the correct firmware level. The standby CMM will be updated
automatically as a background operation.
00015700 : Firmware update of standby Chassis Management Module from CMM [arg1] to CMM
[arg2] was completed.
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The firmware update of the specified image from the primary Chassis Management Module (CMM) to the
standby CMM was successful.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0376

User Response
Information only; no action is required.
e 00015800 : Management bus hang detected by both Chassis Management Modules.

Both Chassis Management Modules (CMMs) detected a communication problem on the I2C management
bus. A device on the 12C bus might be unresponsive. The CMM will not failover again in an attempt to
communicate with devices.

Severity
Warning

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Warning)

SNMP Trap ID
mmTrapChassisN

CIM Information
Prefix: CMM ID: 0377

User Response
Solve errors in the Chassis Management Module event log pertaining to previous I12C messages that
describe a specific problem.
¢ 00015803 : Chassis Management Module cannot convert the host name [arg1] to IP for syslog
collector [arg2].

The Chassis Management Module (CMM) cannot resolve the specified host name for the specified syslog
collector.
Severity

Informational

Serviceable
Yes

Automatically notify support
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No
Alert Category

Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0458

User Response

Complete the following steps until the problem is solved:

1. Make sure that the syslog collector is configured correctly and can be reached from the CMM.

2. Make sure that the Domain Name System (DNS) is configured correctly for host name resolution.
0001580B : Data collection for type [arg1] initiated for node [arg2] by user ID [arg3] from [arg4] at IP

address [arg5].

The specified user has initiated data collection for the specified node.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0468

User Response

Information only; no action is required.

00015900 : Ethernet over USB interface for [arg1] was enabled by user ID [arg2] from [arg3] at IP

address [arg4].

The specified user has enabled the Ethernet over USB interface setting.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0905
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User Response
Information only; no action is required.
e 00015902 : Node in bay [arg1] was requested to power off by user ID [arg2] from [arg3] at IP
address [arg4].

The specified user has powered off the specified node.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0943

User Response
Information only; no action is required.
e 00015903 : Node in bay [arg1] was requested to power on by user ID [arg2] from [arg3] at IP
address [arg4].

The specified user has powered on the specified node.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0944

User Response
Information only; no action is required.
e 00015904 : Power permission is not granted for this node. Power command was not sent to node
[arg1].
A power command has not been sent to a node because power permission has not been granted to that
node. Power permission might not be granted if adequate power is not available for the node.
Severity

Informational

Serviceable
No
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Automatically notify support
No

Alert Category

Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0634

User Response
Information only; no action is required.

00015905 : Power command sent to node [arg1] failed.

The node has not accepted the power command. The node has responded with a Failed status or did not
reply. Check for other messages, such as a communication problem or discovery.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0175

User Response
Information only; no action is required.

00015906 : The node in bay [arg1] was restarted by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has restarted the specified node.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0948

User Response
Information only; no action is required.
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00015907 : The system-management processor in the node in bay [arg1] was restarted by user ID
[arg2] from [arg3] at IP address [arg4].

The specified user has restarted the system-management processor on the specified node.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0949

User Response

Information only; no action is required.
00015908 : Restoration of I/0 module settings for bay [arg1] requested by user ID [arg2] from [arg3]
at IP address [arg4].

The specified user has reset the specified /0 module to the manufacturing default settings.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0588

User Response

Information only; no action is required.
00015B01 : Boot mode for node in node bay [arg1] set to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user set the boot mode to the new setting for the specified node. Boot mode typically allows
the user to set the system to boot from temporary or permanent side of the firmware bank.
Severity

Informational

Serviceable
No

Automatically notify support
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No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0743

User Response

Information only; no action is required.
00015B02 : Boot mode for node in node bay [arg1] set to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user set the boot mode to the new setting for the specified node. Boot mode typically allows
the user to set the system to boot from temporary or permanent side of the firmware bank.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0743

User Response

Information only; no action is required.
00015B03 : Boot mode for node in node bay [arg1] set to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user set the boot mode to the new setting for the specified node. Boot mode typically allows
the user to set the system to boot from temporary or permanent side of the firmware bank.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0743

User Response
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Information only; no action is required.
e 00015B04 : Boot mode for node in node bay [arg1] set to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user set the boot mode to the new setting for the specified node. Boot mode typically allows
the user to set the system to boot from temporary or permanent side of the firmware bank.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0743

User Response
Information only; no action is required.
e 00015B05 : Boot mode for node in node bay [arg1] set to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user set the boot mode to the new setting for the specified node. Boot mode typically allows
the user to set the system to boot from temporary or permanent side of the firmware bank.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0743

User Response
Information only; no action is required.
e 00015B06 : Boot mode for node in node bay [arg1] set to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user set the boot mode to the new setting for the specified node. Boot mode typically allows
the user to set the system to boot from temporary or permanent side of the firmware bank.

Severity
Informational

Serviceable
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No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0743

User Response

Information only; no action is required.
00015B07 : Boot mode for node in node bay [arg1] set to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user set the boot mode to the new setting for the specified node. Boot mode typically allows
the user to set the system to boot from temporary or permanent side of the firmware bank.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0743

User Response

Information only; no action is required.
00015B08 : Boot mode for node in node bay [arg1] set to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user set the boot mode to the new setting for the specified node. Boot mode typically allows
the user to set the system to boot from temporary or permanent side of the firmware bank.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
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Prefix: CMM ID: 0743

User Response
Information only; no action is required.
e 00015B09 : Boot mode for node in node bay [arg1] set to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user set the boot mode to the new setting for the specified node. Boot mode typically allows
the user to set the system to boot from temporary or permanent side of the firmware bank.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0743

User Response
Information only; no action is required.
e (00015B0A : Boot mode for node in node bay [arg1] set to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user set the boot mode to the new setting for the specified node. Boot mode typically allows
the user to set the system to boot from temporary or permanent side of the firmware bank.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0743

User Response
Information only; no action is required.
e 00015BOB : Boot mode for node in node bay [arg1] set to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user set the boot mode to the new setting for the specified node. Boot mode typically allows
the user to set the system to boot from temporary or permanent side of the firmware bank.

Severity
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Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0743

User Response

Information only; no action is required.
00015B0C : Boot mode for node in node bay [arg1] set to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user set the boot mode to the new setting for the specified node. Boot mode typically allows
the user to set the system to boot from temporary or permanent side of the firmware bank.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0743

User Response

Information only; no action is required.
00015B0D : Boot mode for node in node bay [arg1] set to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user set the boot mode to the new setting for the specified node. Boot mode typically allows
the user to set the system to boot from temporary or permanent side of the firmware bank.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
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mmTrapBladeS

CIM Information
Prefix: CMM ID: 0743

User Response
Information only; no action is required.
e (00015BOE : Boot mode for node in node bay [arg1] set to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user set the boot mode to the new setting for the specified node. Boot mode typically allows
the user to set the system to boot from temporary or permanent side of the firmware bank.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0743

User Response
Information only; no action is required.
e 00015C01 : Boot Sequence for node in node bay [arg1] has changed by user ID [arg2] from [arg3] at
IP address [arg4].

The specified user changed the boot sequence for the specified node.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0760

User Response
Information only; no action is required.
e 00016001 : Chassis Management Module network initialization complete.

The network initialization of the primary Chassis Management Module is complete.

Severity
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Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0011

User Response
Information only; no action is required.
0001600B : The [arg1] log has been cleared by user ID [arg2] from [arg3] at address [arg4].

The Chassis Management Module log specified in [arg1] has been cleared. The specified log can be
"system" or "audit".

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0004

User Response

Information only; no action is required.
0001600D : Do not log new authentication events for the same user for, changed to [arg1] by user
ID [arg2] from [arg3] at IP address [arg4].

The specified user has changed the specified duration for the "Do not log new authentication events for
the same user for" setting.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS
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CIM Information
Prefix: CMM ID: 0138

User Response
Information only; no action is required.
e (0001600E : The setting, Ignore client IP address when tracking user authentication events, was
changed to [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has changed the "Ignore client IP address when tracking user authentication events"
setting.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0139

User Response
Information only; no action is required.
e (0001600F : Certificate error for [arg1]. Additional information: [arg2].

Trusted certificates are imported to the Chassis Management Module (CMM) and used by the CMM
Secure Sockets Layer (SSL) client to authenticate the user to the server SSL certificate. The CMM has
detected that trusted certificate 1 is not valid.

Severity
Warning

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Warning)

SNMP Trap ID
mmTrapChassisN

CIM Information
Prefix: CMM ID: 0622

User Response
Delete or reinstall the trusted certificate.
e 00016010 : Certificate error for [arg1]. Additional information: [arg2].

Trusted certificates are imported to the Chassis Management Module (CMM) and used by the CMM
Secure Sockets Layer (SSL) client to authenticate the user to the server SSL certificate. The CMM has
detected that trusted certificate 1 is not valid.
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Severity
Warning

Serviceable
Yes

Automatically notify support
No

Alert Category
Chassis/System Management (Warning)

SNMP Trap ID
mmTrapChassisN

CIM Information
Prefix: CMM ID: 0622

User Response
Delete or reinstall the trusted certificate.
00016011 : Certificate error for [arg1]. Additional information: [arg2].

Trusted certificates are imported to the Chassis Management Module (CMM) and used by the CMM
Secure Sockets Layer (SSL) client to authenticate the user to the server SSL certificate. The CMM has
detected that trusted certificate 1 is not valid.

Severity
Warning

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Warning)

SNMP Trap ID
mmTrapChassisN

CIM Information
Prefix: CMM ID: 0622

User Response
Delete or reinstall the trusted certificate.
00016012 : Certificate error for [arg1]. Additional information: [arg2].

Trusted certificates are imported to the Chassis Management Module (CMM) and used by the CMM
Secure Sockets Layer (SSL) client to authenticate the user to the server SSL certificate. The CMM has
detected that trusted certificate 1 is not valid.

Severity
Warning

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Warning)
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SNMP Trap ID
mmTrapChassisN

CIM Information
Prefix: CMM ID: 0622

User Response
Delete or reinstall the trusted certificate.
e 00016013 : Certificate error for [arg1]. Additional information: [arg2].

Trusted certificates are imported to the Chassis Management Module (CMM) and used by the CMM
Secure Sockets Layer (SSL) client to authenticate the user to the server SSL certificate. The CMM has
detected that trusted certificate 1 is not valid.

Severity
Warning

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Warning)

SNMP Trap ID
mmTrapChassisN

CIM Information
Prefix: CMM ID: 0622

User Response
Delete or reinstall the trusted certificate.
e 00016014 : Standby Chassis Management Module [arg1] certificate error. Additional information:
[arg2].
Trusted certificates are imported to the Chassis Management Module (CMM) and used by the Secure

Sockets Layer (SSL) client to authenticate the LDAP server SSL certificate. The CMM has detected that
the specified trusted certificate is not valid.

Severity
Warning

Serviceable
Yes

Automatically notify support
No

Alert Category
Chassis/System Management (Warning)

SNMP Trap ID
mmTrapChassisN

CIM Information
Prefix: CMM ID: 0624

User Response
Reinstall the trusted certificate.
e 00016015 : IPv4 address of primary Chassis Management Module is the same as the IPv4 address
of standby Chassis Management Module. Standby network interface is disabled.
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The IP address of primary Chassis Management Module (CMM) is the same as the IP address of the
standby CMM. The network interface of the standby CMM has been disabled.

Severity
Warning

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Warning)

SNMP Trap ID
mmTrapChassisN

CIM Information
Prefix: CMM ID: 0146

User Response
Assign a different IP address to the standby Chassis Management Module.
00016016 : User account is active: [arg1].

The specified user has changed the specified login profile (user account) to Active state. The user can now
access the Chassis Management Module.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0454

User Response

Information only; no action is required.
00016017 : Account has been inactive for more than the configured inactivity alert limit for user
[arg1].

The specified login profile (user account) is dormant because the user has not attempted to log in to the
Chassis Management Module (CMM) for a specified period of time (inactivity alert period).
Severity

Informational

Serviceable
No

Automatically notify support
No
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Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0455

User Response
If the specified user account needs continued access to the CMM, use one of the following
procedures:
— Notify the owner of the user account to log in to the CMM. This will reset the login profile to Active
state.
— Reset the login profile to Active state. You must have supervisor or chassis configuration authority
to reset the login profile of the user account.
e 00016018 : Account has been disabled because of inactivity for more than the configured limit for
user [arg1].

The specified login profile (user account) has been disabled because of inactivity.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0456

User Response
If the specified user account needs continued access to the Chassis Management Module, reset the
login profile to Active state. You must have supervisor or chassis configuration authority to reset the
login profile of the user account.
e 00016019 : Account has been inactive for longer than the configured disable and alert limit for
supervisor [arg1].

The amount of time that the supervisor account has been inactive exceeds the configured alert and
disable limits.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
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mmTrapChassisS

CIM Information
Prefix: CMM ID: 0230

User Response
If this user account is still required, the owner of the user account must log in to the Chassis
Management Module.

0001601A : Logoff successful. User ID [arg1] from [arg2] at IP address [arg3].

The specified user has logged out of the Chassis Management Module.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0002

User Response
Information only; no action is required.
0001601B : The [arg1] log has been cleared by user ID [arg2] from [arg3] at address [arg4].

The Chassis Management Module log specified in [arg1] has been cleared. The specified log can be
"system" or "audit".
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0004

User Response
Information only; no action is required.
0001601C : CMM moved from [arg1] to [arg2]. Clearing logs from previous chassis.

The Chassis Management Module (CMM) event logs that were recorded on a previous chassis were
removed because the CMM was moved to a new chassis.

Severity
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Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0644

User Response
Information only; no action is required.
e 0001601D : Cryptographic compliance mode change to [arg1] was initiated by user ID [arg2] from
[arg3] at IP address [arg4].

A change of the active cryptographic compliance mode was initiated by the specified user ID.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0744

User Response
Information only.
e 0001601E : Cryptographic compliance mode change to [arg1] was completed.

A change of the active cryptographic compliance mode was completed.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
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Prefix: CMM ID: 0745

User Response
Information only.

0001601F : Cipher Suites List Selection Was Changed To [arg1] by user ID [arg2] from [arg3] at IP

address [arg4].

A selection of TLS version specific cipher suites was completed by the specified user ID.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0693

User Response
Information only; See document "CMM TLS Version Select Cipher Suite" help to understand the
benefits and limits of the two available choices [Legacy, Restricted].

00016020 : Account password will expire for user [arg1] in [arg2] days.

The password for the specified user account will expire within 7 days.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0231

User Response
The owner of the user account must change the password.
00016021 : Account security level changed to [arg1] by user ID [arg2] from [arg3] at IP address

[arg4l.

The specified user has changed the account security level for the specified user account.

Severity
Informational

Serviceable
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No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0537

User Response
Information only; no action is required.
e 00016022 : Maximum number of login failures setting changed to [arg1] by user ID [arg2] from
[arg3] at IP address [arg4].

The specified user has changed the "Maximum number of login failures" account security setting.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0538

User Response
Information only; no action is required.
e 00016023 : Password expiration period setting changed to [arg1] by user ID [arg2] from [arg3] at IP
address [arg4].

The specified user has changed the password expiration time interval (the amount of time that a password
is valid before it expires). This setting determines the amount of time that a password is in effect before it
automatically expires.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
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Prefix: CMM ID: 0539

User Response

Information only; no action is required.
00016024 : Default account password must be changed on next login setting was enabled by user
ID [arg1] from [arg2] at IP address [arg3].

The specified user has enabled the "Factory default 'USERID' account password must be changed on
next login" setting. This setting determines that the USERID account must change the password the next
time the password is used to log in to the Chassis Management Module.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0980

User Response

Information only; no action is required.
00016025 : Minimum password reuse cycle setting changed to [arg1] by user ID [arg2] from [arg3]
at IP address [arg4].

The specified user has changed the "Minimum password reuse cycle" setting. This setting determines
how often you can reuse a previously used password.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0541

User Response

Information only; no action is required.
00016026 : Complex password rules setting was enabled by user ID [arg1] from [arg2] at IP address
[arg3].

The specified user has enabled the "Complex password rules" setting. This setting determines the type of
password that is acceptable.
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Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0982

User Response
Information only; no action is required.
e 00016027 : Minimum different characters in passwords setting changed to [arg1] by user ID [arg2]
from [arg3] at IP address [arg4].

The specified user has changed the "Minimum different characters in passwords" setting. This setting
determines how many unique characters must be used when a password is created or changed.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0543

User Response
Information only; no action is required.
e 00016028 : Force user to change password on first login setting was enabled by user ID [arg1] from
[arg2] at IP address [arg3].

The specified user has enabled the "Force user to change password on first access" setting. The user
must change the password the next time the user logs in to the Chassis Management Module.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)
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SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0984

User Response

Information only; no action is required.
00016029 : Inactivity alert period setting changed to [arg1] by user ID [arg2] from [arg3] at IP
address [arg4].

The specified user has changed the "Inactivity alert period" setting. This setting determines how long a
user account can be inactive (not used to log in) before it becomes dormant.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0545

User Response

Information only; no action is required.
0001602A : Inactivity alert and disable period setting changed to [arg1] by user ID [arg2] from [arg3]
at IP address [arg4].

The specified user has changed the "Inactivity alert and disable period" setting. This setting determines
how long a user account can be inactive (not used to log in) before it is disabled. An alert will be generated
before a user account is disabled.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0546

User Response

Information only; no action is required.
0001602B : Lockout period after maximum login failures setting changed to [arg1] by user ID [arg2]
from [arg3] at IP address [arg4].
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The specified user has changed the "Lockout period after maximum login failures" setting. This setting
determines the length of time that a user account is locked out after the maximum number of login failures
is exceeded.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0547

User Response
Information only; no action is required.
e 0001602C : User login password required setting changed to [arg1] by user ID [arg2] from [arg3] at
IP address [arg4].

The specified user has changed the "User login password required" setting. This setting determines
whether a password is required when a user logs in to the Chassis Management Module.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0548

User Response
Information only; no action is required.
e 0001602D : Account disabled for user [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has disabled the specified user account.
Severity
Informational

Serviceable
No

Automatically notify support
No

136 Lenovo Flex System Enterprise Chassis Installation and Service Guide



Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0136

User Response
Information only; no action is required.
0001602E : Account enabled for user [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has enabled the specified user account.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0135

User Response
Information only; no action is required.
0001602F : Account unlocked for user [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

The specified user account has been unlocked.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0137

User Response

Information only; no action is required.
00016030 : LDAP authentication method changed to [arg1] by user ID [arg2] from [arg3] at IP
address [arg4].

The specified user has changed the "User authentication method" setting. This setting determines how
users are authenticated when they log in.
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Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0450

User Response
Information only; no action is required.
e 00016031 : Web inactivity timeout changed to [arg1] by user ID [arg2] from [arg3] at IP address
[arg4].

The specified user has changed the "Inactive session timeout value" setting. This setting determines how
long a user interface session can remain idle before the session times out.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0451

User Response
Information only; no action is required.
e 00016032 : Telnet inactivity timeout changed to [arg1] by user ID [arg2] from [arg3] at IP address

[arg4].
The specified user has changed the "command-line session timeout" setting. This setting determines how
long a command-line session can be idle before the session times out.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)
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SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0452

User Response

Information only; no action is required.
00016033 : HTTP port number changed from [arg1] to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The HTTP port number has been changed. New HTTP (web) connections must use the new port number.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0077

User Response

Information only; no action is required.
00016034 : HTTPS port number changed from [arg1] to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The HTTPS port number has been changed. New HTTPS (secure web) connections must use the new port
number.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0078

User Response

Information only; no action is required.
00016035 : Telnet port number changed from [arg1] to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The Telnet port number has been changed.
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Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0079

User Response
Information only; no action is required.
e 00016036 : SSH port number changed from [arg1] to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The Secure Shell (SSH) port number has been changed.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0080

User Response
Information only; no action is required.
e 00016037 : SNMP agent port number changed from [arg1] to [arg2] by user ID [arg3] from [arg4] at
IP address [arg5].

The Simple Network Management Protocol (SNMP) agent port number has been changed.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS
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CIM Information
Prefix: CMM ID: 0081

User Response

Information only; no action is required.
00016038 : SNMP traps port number changed from [arg1] to [arg2] by user ID [arg3] from [arg4] at
IP address [arg5].

The specified user has changed the Simple Network Management Protocol (SNMP) traps port number.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0082

User Response

Information only; no action is required.
00016039 : TCP Command mode port number changed from [arg1] to [arg2] by user ID [arg3] from
[arg4] at IP address [arg5].

The Transmission Control Protocol (TCP) Command mode port number has been changed.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0083

User Response

Information only; no action is required.
0001603A : Secure TCP Command mode port number changed from [arg1] to [arg2] by user ID
[arg3] from [arg4] at IP address [arg5].

The Secure Transmission Control Protocol Command mode port number has been changed.

Severity
Informational
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Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0084

User Response
Information only; no action is required.
e 0001603B : FTP port number changed from [arg1] to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The File Transfer Protocol (FTP) port number has been changed.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0085

User Response
Information only; no action is required.
e 0001603C : FTP data port number changed from [arg1] to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The File Transfer Protocol (FTP) data port number has been changed.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemoteloginS

CIM Information
Prefix: CMM ID: 0086
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User Response

Information only; no action is required.
0001603D : TFTP port number changed from [arg1] to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The Trivial File Transfer Protocol (TFTP) port number has been changed.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0087

User Response

Information only; no action is required.
0001603E : SFTP port number changed from [arg1] to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The Simple File Transfer Protocol (SFTP) port number has been changed.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0088

User Response

Information only; no action is required.
00016044 : SLP port number changed from [arg1] to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The Service Location Protocol (SLP) port number has been changed.

Severity
Informational

Serviceable
No
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Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0089

User Response
Information only; no action is required.
e 00016048 : SLP service was enabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has enabled The Service Location Protocol (SLP) service.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0917

User Response
Information only; no action is required.
e 00016049 : Web server port was enabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has enabled the Web server port.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0919

User Response
Information only; no action is required.
e 0001604A : IP port numbers reset to defaults by user ID [arg1] from [arg2] at IP address [arg3].
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The specified user has reset all network port numbers to their default values. Changes will take effect
when the Chassis Management Module is restarted.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0472

User Response

Information only; no action is required.
0001604B : TCP Command mode port numbers reset to defaults by user ID [arg1] from [arg2] at IP
address [arg3].

The specified user has reset the Transmission Control Protocol (TCP) Command mode port number to its
default value. Changes will take effect when the Chassis Management Module is restarted.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0473

User Response
Information only; no action is required.
0001604E : Password encryption [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

Data encryption has been changed. If it is enabled, user passwords are stored in NVRAM in encrypted
format. Otherwise, passwords are stored in plain text.
Severity

Informational

Serviceable
No

Automatically notify support
No
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Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0218

User Response
Information only; no action is required.
e 0001604F : The account for user ID [arg1] was deleted by user ID [arg2] from [arg3] at IP address

[arg4].
The specified user has deleted the specified user account.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0134

User Response
Information only; no action is required.
e 00016050 : The password expired for user [arg1].

The password for the specified user account has expired.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0234

User Response
Change the password for the specified user account.
e 00016051 : A password is required for user [arg1].

A password is required for the specified user account.
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Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0140

User Response

Information only; no action is required.
00016053 : Serial port baud rate changed to [arg1] by user ID [arg2] from [arg3] at IP address
[arg4].

The specified user has changed the baud rate of the Chassis Management Module serial port.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0501

User Response
Information only; no action is required.
00016054 : Serial port parity changed to [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has changed the parity setting of the serial port has been changed.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS
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CIM Information
Prefix: CMM ID: 0502

User Response
Information only; no action is required.
e 00016055 : Serial port stop bits setting changed to [arg1] by user ID [arg2] from [arg3] at IP address

[arg4].
The specified user has changed the stop bits setting of the serial port has been changed.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0503

User Response
Information only; no action is required.
e 00016057 : Telnet service was enabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has enabled Telnet.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0881

User Response
Information only; no action is required.
e 00016058 : FTP server was enabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has enabled File Transfer Protocol (FTP).

Severity
Informational

Serviceable
No
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Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0909

User Response
Information only; no action is required.

00016059 : TFTP server was enabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has enabled Trivial File Transfer Protocol (TFTP).
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0911

User Response
Information only; no action is required.

0001605A : SFTP server was enabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has enabled Secure File Transfer Protocol (SFTP).

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0913

User Response
Information only; no action is required.
0001605B : NTP server was enabled by user ID [arg1] from [arg2] at IP address [arg3].
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The specified user has enabled Network Time Protocol (NTP).

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0915

User Response
Information only; no action is required.
e 0001605C : FTP timeout changed to [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has changed the File Transfer Protocol (FTP) timeout. This setting determines the
amount of time that an FTP connection can be inactive before it is closed.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0474

User Response
Information only; no action is required.
e 0001605D : (Secure) TCP Command mode inactivity timeout changed to [arg1] by user ID [arg2]
from [arg3] at IP address [arg4].

The specified user has changed the Transmission Control Protocol (TCP) command-mode timeout. This
setting determines the amount of time that a TCP command-mode connection can be inactive before it is
closed.

Severity
Informational

Serviceable
No

Automatically notify support
No
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Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0475

User Response

Information only; no action is required.
0001605E : TCP Command mode changed from [arg1] to [arg2] connection(s) by user ID [arg3]
from [arg4] at IP address [arg5].

The specified user has changed the maximum number of user connections for TCP Command mode.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0210

User Response
Information only; no action is required.
0001605F : SNMP traps disabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has disabled Simple Network Management Protocol (SNMP) traps.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0888

User Response
Information only; no action is required.
00016060 : SNMP v1 was enabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has enabled the SNMPv1 agent.
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Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0883

User Response
Information only; no action is required.
e 00016061 : SNMPv1 community configuration changed by user ID [arg1] from [arg2] at IP address
[arg3].

The specified user has changed the SNMPv1 community configuration.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0476

User Response
Information only; no action is required.
e 00016062 : The configuration of alert recipient [arg1] was deleted by user ID [arg2] from [arg3] at IP
address [arg4].

The specified user has deleted the configuration of the specified remote alert recipient.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS
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CIM Information
Prefix: CMM ID: 0706

User Response

Information only; no action is required.
00016063 : The name of alert recipient [arg1] was changed to [arg2] by user ID [arg3] from [arg4] at
IP address [arg5].

The specified user has changed the name of the specified remote alert recipient.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0707

User Response

Information only; no action is required.
00016064 : The status of alert recipient [arg1] was changed to [arg2] by user ID [arg3] from [arg4]
at IP address [arg5].

The specified user has changed the status of the specified remote alert recipient.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0708

User Response

Information only; no action is required.
00016065 : The filter of alert recipient [arg1] was changed to [arg2] by user ID [arg3] from [arg4] at
IP address [arg5].

The specified user has changed the filter of the specified remote alert recipient.

Severity
Informational
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Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0709

User Response
Information only; no action is required.
e 00016066 : The type of alert recipient [arg1] was changed to [arg2] by user ID [arg3] from [arg4] at
IP address [arg5].

The specified user has changed the type of the specified remote alert recipient.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0710

User Response
Information only; no action is required.
e 00016067 : The email adress of alert recipient [arg1] was changed to [arg2] by user ID [arg3] from
[arg4] at IP address [arg5].

The specified user has changed the email of the specified remote alert recipient.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemoteloginS

CIM Information
Prefix: CMM ID: 0711
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User Response
Information only; no action is required.
00016068 : The date and time were changed by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has changed the date and time in the Chassis Management Module.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0561

User Response
Information only; no action is required.
00016069 : The time zone was changed by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has changed the time zone.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0562

User Response
Information only; no action is required.
0001606A : Daylight saving time setting changed by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has changed the daylight saving time setting.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
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User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0629

User Response
Information only; no action is required.
e 0001606B : SSH protocol was disabled by user ID [arg1] from [arg2] at IP address [arg3].

A user has disabled the Secure Shell (SSH) service.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0904

User Response
Information only; no action is required.
e 0001606C : SSH protocol was enabled by user ID [arg1] from [arg2] at IP address [arg3].

A user has enabled the Secure Shell (SSH) service.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0903

User Response
Information only; no action is required.
e (0001606E : SSH host key manual generation completed.

The Secure Shell (SSH) host key has been created.

Severity
Informational
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Serviceable
No

Automatically notify support
No

Alert Category

Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0202

User Response

Information only; no action is required.
0001606F : Minimum password change interval setting changed to [arg1] by user ID [arg2] from

[arg3] at IP address [arg4].

The specified user has changed the minimum password change interval. This change applies to all local

users.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0549

User Response

Information only; no action is required.
00016070 : SNMP community configuration changed by user ID [arg1] from [arg2] at IP address

[arg3].

The specified user has changed the Simple Network Management Protocol (SNMP) configuration.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
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Prefix: CMM ID: 0477

User Response
Information only; no action is required.
e 00016071 : DNS configuration changed by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has changed the Domain Name System (DNS) configuration.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0478

User Response
Information only; no action is required.
e 00016072 : SMTP server address changed to [arg1] by user ID [arg2] from [arg3] at IP address

[arg4].
The specified user has changed the Simple Mail Transfer Protocol (SMTP) configuration.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0479

User Response
Information only; no action is required.
e 00016073 : The LDAP configuration was changed by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has changed the Lightweight Directory Access Protocol (LDAP) configuration.

Severity
Informational

Serviceable
No

Automatically notify support
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No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0148

User Response
Information only; no action is required.

00016074 : Trespass message has been [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

The trespass warning message has been enabled or disabled.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0258

User Response
Information only; no action is required.

00016075 : Trespass warning message changed by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has changed the trespass warning message.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0156

User Response
Information only; no action is required.
00016076 : Account has been disabled for user [arg1].

The specified user account has been disabled.
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Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0232

User Response
Information only; no action is required.
e 00016077 : Account created for user [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has created the specified user account.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0133

User Response
Information only; no action is required.
e 00016079 : NTP server host updated to [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has changed the Network Time Protocol (NTP) server host name or IP address.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
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Prefix: CMM ID: 0558

User Response
Information only; no action is required.
0001607A : NTP update frequency changed to [arg1] by user ID [arg2] from [arg3] at IP address

[arg4].
The specified user has changed the Network Time Protocol (NTP) update frequency.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0559

User Response
Information only; no action is required.

0001607B : NTPv3 authentication was enabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has enabled the Network Time Protocol (NTP) v3 authentication.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0921

User Response

Information only; no action is required.
0001607C : NTPv3 authentication settings changed by user ID [arg1] from [arg2] at IP address
[arg3].

The specified user has changed the Network Time Protocol (NTP) v3 authentication settings.

Severity
Informational

Serviceable
No
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Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0560

User Response
Information only; no action is required.
e 0001607D : Password changed for user [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has changed the password for the specified user account.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0235

User Response
Information only; no action is required.
e (0001607E : The access rights changed for user [arg1] by user ID [arg2] from [arg3] at IP address
[arg4].

The specified user has changed the user authority level for the specified user account.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0453

User Response
Information only; no action is required.
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¢ 0001607F : The configuration of alert recipient [arg1] was modified by user ID [arg2] from [arg3] at
IP address [arg4].

The specified user has changed the configuration of the specified remote alert recipient.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0705

User Response
Information only; no action is required.
e 00016081 : Syslog collector 1 was enabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has enabled syslog collector 1.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0874

User Response
Information only; no action is required.
e 00016082 : Syslog collector 2 was enabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has enabled syslog collector 2.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)
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SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0875

User Response
Information only; no action is required.
e 00016083 : Host name of syslog collector 1 has been changed to [arg1] by user ID [arg2] from
[arg3] at IP address [arg4].

The specified user has changed the host name or IP address that is used for syslog collector 1.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0504

User Response
Information only; no action is required.
e 00016084 : Host name of syslog collector 2 has been changed to [arg1] by user ID [arg2] from
[arg3] at IP address [arg4].

The specified user has changed the host name or IP address that is used for syslog collector 2.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0505

User Response
Information only; no action is required.
e 00016085 : Port number of syslog collector 1 has been changed to [arg1] by user ID [arg2] from
[arg3] at IP address [arg4].

The specified user has changed the port number that is used for syslog collector 1.
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Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0506

User Response

Information only; no action is required.
00016086 : Port number of syslog collector 2 has been changed to [arg1] by user ID [arg2] from
[arg3] at IP address [arg4].

The specified user has changed the port number that is used for syslog collector 2.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0507

User Response
Information only; no action is required.
00016087 : SSH public key deleted by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has deleted the Secure Shell (SSH) public key.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS
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CIM Information
Prefix: CMM ID: 0203

User Response
Information only; no action is required.
e 00016088 : SSH public key modified by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has modified the Secure Shell (SSH) public key.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0204

User Response
Information only; no action is required.
e 00016089 : SSH public key installed by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has installed the Secure Shell (SSH) public key.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0205

User Response
Information only; no action is required.
e (0001608A : SSH host key manual generation started by user ID [arg1] from [arg2] at IP address
[arg3].

The specified user is manually creating a Secure Shell (SSH) host key.
Severity
Informational

Serviceable
No
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Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0201

User Response
Information only; no action is required.
0001608B : SSH host key manual generation failed.

The Secure Shell (SSH) host key has not been created.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0206

User Response
Regenerate the host key.
0001608C : SSH host key auto-generation started.

The Secure Shell (SSH) host key auto-generation process has started. This message might be displayed
after you restore the default configuration of the Chassis Management Module.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0207

User Response
Information only; no action is required.

0001608D : SSH host key auto-generation completed.
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The Secure Shell (SSH) host key auto-generation is complete.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0208

User Response
Information only; no action is required.
e (0001608E : SSH host key auto-generation failed.

Secure Shell (SSH) host key auto-generation has failed.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0209

User Response
Regenerate the host key.
e (0001608F : [arg1] alert recipient [arg2] was created by user ID [arg3] from [arg4] at IP address
[arg5]. Its status is [arg6]. Its filter is [arg7].

The specified user has created the configuration of the specified remote alert recipient.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
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mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0712

User Response
Information only; no action is required.

00016090 : Maximum concurrent active sessions for user acount [arg1] set to [arg2] by user ID

[arg3] from [arg4] at IP address [arg5].

The specified user has set the maximum concurrent active sessions for local users.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0151

User Response
Information only; no action is required.

00016091 : Maximum concurrent active sessions for LDAP login profile set to [arg1] by user ID

[arg2] from [arg3] at IP address [arg4].

The specified user has set the maximum concurrent active sessions for the specified LDAP login profile.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0152

User Response
Information only; no action is required.
00016093 : Session for user [arg1] terminated.

The specified user has terminated the specified user session.

Severity
Informational
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Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0154

User Response
Information only; no action is required.
e 00016097 : Local power control for node in bay [arg1] was enabled by user ID [arg2] from [arg3] at
IP address [arg4].

The specified user has enabled local power control for the specified node.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0897

User Response
Information only; no action is required.
e 00016098 : Local power control for all nodes was enabled by user ID [arg1] from [arg2] at IP
address [arg3].

The specified user has enabled local power control for all nodes.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemoteloginS

CIM Information
Prefix: CMM ID: 0899
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User Response
Information only; no action is required.
00016099 : SSL server was enabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has enabled the Secure Sockets Layer (SSL) server.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0930

User Response
Information only; no action is required.
0001609A : SSL client was enabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has enabled the Secure Sockets Layer (SSL) client.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0932

User Response

Information only; no action is required.
0001609B : Standby Chassis Management Module SSL server [arg1] by user ID [arg2] from [arg3] at
IP address [arg4].

The specified user has enabled or disabled the Secure Sockets Layer (SSL) server on the standby Chassis
Management Module.
Severity

Informational

Serviceable
No

Automatically notify support
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No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0223

User Response
Information only; no action is required.
e 0001609C : Certificate deleted for [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has deleted Secure Sockets Layer (SSL) trusted client certificate number 1.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0613

User Response
Information only; no action is required.
e (0001609E : Certificate deleted for [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has deleted Secure Sockets Layer (SSL) trusted client certificate number 1.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0613

User Response
Information only; no action is required.
e (000160A0 : Standby Chassis Management Module [arg1] certificate deleted by user ID [arg2] from
[arg3] at IP address [arg4].
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The specified user has deleted the Secure Sockets Layer (SSL) server certificate on the standby Chassis
Management Module.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0617

User Response
Information only; no action is required.
000160A2 : Certificate imported for [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has imported a Certificate Authority signed certificate.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0626

User Response
Information only; no action is required.
000160A3 : Certificate imported for [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has imported a Certificate Authority signed certificate.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
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mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0626

User Response
Information only; no action is required.
e 000160A4 : Standby Chassis Management Module [arg1] certificate imported by user ID [arg2] from
[arg3] at IP address [arg4].

The specified user has imported a Certificate Authority signed certificate on the standby Chassis
Management Module.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0627

User Response
Information only; no action is required.
e 000160AS5 : Self-signed certificate for [arg1] created by user ID [arg2] from [arg3] at IP address

[arg4].
The specified user has created a self-signed certificate.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0612

User Response
Information only; no action is required.
¢ 000160AG6 : Self-signed certificate for [arg1] created by user ID [arg2] from [arg3] at IP address
[arg4].

The specified user has created a self-signed certificate.
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Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0612

User Response

Information only; no action is required.
000160A7 : Self-signed certificate created for [arg1] by user ID [arg2] from [arg3] at IP address
[arg4].

The specified user has imported a Certificate Authority signed Secure Sockets Layer (SSL) server
certificate on the standby Chassis Management Module.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0616

User Response

Information only; no action is required.
000160AB : Secure TCP Command mode changed from [arg1] to [arg2] connection(s) by user ID
[arg3] from [arg4] at IP address [arg5].

The specified user has enabled or disabled Secure TCP Command mode.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
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mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0851

User Response
Information only; no action is required.
e (000160AC : Test syslog generated by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has generated a syslog test event.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0379

User Response
If the syslog collector received the test event, no action is required. If the syslog collector did not
receive the test event, complete the following steps until the problem is solved:

1. Make sure that the syslog collector is configured correctly and is running.

2. Make sure that the syslog collector can be reached from the CMM.
e (000160AD : Certificate signing request created for [arg1] by user ID [arg2] from [arg3] at IP address

[arg4].

The specified user has created a certificate signing request.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0614

User Response
Information only; no action is required.
e (000160AE : Certificate signing request deleted for [arg1] by user ID [arg2] from [arg3] at IP address
[arg4].

176 Lenovo Flex System Enterprise Chassis Installation and Service Guide



The specified user has deleted a certificate signing request.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0615

User Response
Information only; no action is required.

000160AF : Certificate signing request created for [arg1] by user ID [arg2] from [arg3] at IP address

[arg4].
The specified user has created a certificate signing request.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0614

User Response
Information only; no action is required.

000160B0 : Certificate signing request deleted for [arg1] by user ID [arg2] from [arg3] at IP address

[arg4].
The specified user has deleted a certificate signing request.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)
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SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0615

User Response
Information only; no action is required.
e 000160B1 : Standby Chassis Management Module [arg1] certificate signing request created by
user ID [arg2] from [arg3] at IP address [arg4].

The specified user has created a certificate signing request on the standby Chassis Management Module.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0618

User Response
Information only; no action is required.
e 000160B2 : Standby Chassis Management Module [arg1] certificate signing request deleted by
user ID [arg2] from [arg3] at IP address [arg4].

The specified user has deleted a certificate signing request on the standby Chassis Management Module.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0619

User Response
Information only; no action is required.
e 000160B3 : Certificate imported for [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has imported a certificate.

Severity
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Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0620

User Response

Information only; no action is required.

000160B4 : Certificate deleted for [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has deleted Secure Sockets Layer (SSL) trusted client certificate number 1.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0613

User Response

Information only; no action is required.

000160B5 : Certificate imported for [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has imported a certificate.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0620
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User Response
Information only; no action is required.
e 000160B6 : Certificate deleted for [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has deleted Secure Sockets Layer (SSL) trusted client certificate number 1.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0613

User Response
Information only; no action is required.
e 000160B7 : Certificate imported for [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has imported a certificate.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0620

User Response
Information only; no action is required.
e 000160B8 : Certificate deleted for [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has deleted Secure Sockets Layer (SSL) trusted client certificate number 1.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
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User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0613

User Response

Information only; no action is required.
000160BA : The date and time were changed by [arg1] days [arg2] hours [arg3] minutes [arg4]
seconds by user ID [arg5] from [arg6] at IP address [arg7].

The specified user has changed the date and time in the Chassis Management Module.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0648

User Response

Information only; no action is required.
000160BB : The time zone was changed from [arg1] to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user has changed the time zone.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0649

User Response

Information only; no action is required.
000160BC : The NTP server adjusted the Chassis Management Module clock by [arg1] days [arg2]
hours [arg3] minutes [arg4] seconds.

NTP has adjusted the time in the Chassis Management Module by more than 2 minutes.
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Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0650

User Response
Information only; no action is required.
e 000160BD : SSL setting for the external LDAP client changed to [arg1] by user ID [arg2] from [arg3]
at IP address [arg4].

SSL setting for the external LDAP client changed to the specified value by the specified user.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0793

User Response
Information only; no action is required.
e (000160BE : Local power control for node in bay [arg1] was disabled by user ID [arg2] from [arg3] at
IP address [arg4].

The specified user has disabled local power control for the specified node.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS
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CIM Information
Prefix: CMM ID: 0898

User Response

Information only; no action is required.
000160BF : Local power control for all nodes was disabled by user ID [arg1] from [arg2] at IP
address [arg3].

The specified user has disabled local power control for all nodes.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0900

User Response
Information only; no action is required.
000160CO : Group [arg1] created by user ID [arg2] from [arg3] at IP address [arg4].

Group specified created by the specified user account.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0228

User Response
Information only; no action is required.
000160C1 : Group name [arg1] changed to [arg2] by user ID [arg3] from [arg4] at IP address [arg5].

Group name specified changed to specified by the specified user account.

Severity
Informational

Serviceable
No
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Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0229

User Response
Information only; no action is required.
e 000160C2 : Permission for group [arg1] were changed by user ID [arg2] from [arg3] at IP address
[arg4].

Permission for group specified were changed by specified user.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0178

User Response
Information only; no action is required.
e 000160C3 : Group [arg1] deleted by user ID [arg2] from [arg3] at IP address [arg4].

Group specified deleted by the specified user account.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0194

User Response
Information only; no action is required.
e 000160C4 : Account role [arg1] created by user ID [arg2] from [arg3] at IP address [arg4].
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Account role specified created by the specified user account.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0283

User Response
Information only; no action is required.

000160C5 : Account role [arg1] changed by user ID [arg2] from [arg3] at IP address [arg4].

Account role specified changed by the specified user account.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0284

User Response
Information only; no action is required.
000160C6 : Account role [arg1] deleted by user ID [arg2] from [arg3] at IP address [arg4].

Account role specified deleted by the specified user account.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS
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CIM Information
Prefix: CMM ID: 0285

User Response
Information only; no action is required.
e 000160C7 : DNS SRV domain source changed to [arg1] by user ID [arg2] from [arg3] at IP address

[arg4].

DNS SRV domain source changed to specified by the specified user account.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0286

User Response
Information only; no action is required.
e (000160C8 : DNS SRV service source changed to [arg1] by user ID [arg2] from [arg3] at IP address
[arg4].

DNS SRV service source changed to specified by the specified user account.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0287

User Response
Information only; no action is required.
e 000160C9 : Authentication Only mode was set to [arg1] (enabled) by user ID [arg2] from [arg3] at IP
address [arg4].

LDAP Authentication Only mode was enabled by the specified user account.

Severity
Informational
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Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0288

User Response

Information only; no action is required.

000160CA : Authentication Only mode was set to [arg1] (disabled) by user ID [arg2] from [arg3] at

IP address [arg4].

LDAP Authentication Only mode was disabled by the specified user account.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0289

User Response

Information only; no action is required.

000160CB : LDAP forest name changed to [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

LDAP forest name changed to specified by the specified user account.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0328
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User Response
Information only; no action is required.
e 000160CC : Group profile ID [arg1] renamed to [arg2] by user ID [arg3] from [arg4] at IP address

[arg5].
The specified group profile ID was renamed to the indicated group profile ID by the specified user
account.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0695

User Response
Information only; no action is required.
e 000160CD : Account role [arg1] renamed to [arg2] by user ID [arg3] from [arg4] at IP address [arg5].

The specified user renamed the specified account role.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0761

User Response
Information only; no action is required.
e 000160CE : NTPv3 authentication was disabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has disabled the Network Time Protocol (NTP) v3 authentication.

Severity
Informational

Serviceable
No

Automatically notify support
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No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0922

User Response
Information only; no action is required.
000160DO0 : SNMP v3 was enabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has enabled SNMPv3 agent.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0885

User Response
Information only; no action is required.
000160D1 : Syslog collector 1 was disabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has disabled syslog collector 1.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0876

User Response
Information only; no action is required.
000160D2 : Syslog collector 2 was disabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has disabled syslog collector 2.
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Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0877

User Response
Information only; no action is required.
e 000160D3 : Syslog filtering level was changed to error by user ID [arg1] from [arg2] at IP address
[arg3].

The severity filtering level has been changed to error for the syslog protocol. Only events with severity
error will be send.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0878

User Response
Information only; no action is required.
e 000160D4 : Syslog filtering level was changed to warning by user ID [arg1] from [arg2] at IP address

[arg3].
The severity filtering level has been changed to warning for the syslog protocol. Events with severity
warning and error will be send.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)
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SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0879

User Response

Information only; no action is required.
000160D5 : Syslog filtering level was changed to informational by user ID [arg1] from [arg2] at IP
address [arg3].

The severity filtering level has been changed to informational for the syslog protocol. Events with severity
informational, warning and error will be send.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0880

User Response
Information only; no action is required.
000160D6 : Telnet service was disabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has disabled Telnet.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0882

User Response
Information only; no action is required.
000160D7 : SNMP v1 was disabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has disabled SNMPv1 agent.

Severity
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Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0884

User Response
Information only; no action is required.
e 000160D8 : SNMP v3 was disabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has disabled SNMPv3 agent.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0886

User Response
Information only; no action is required.
e 000160D9 : SNMP traps enabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has enabled Simple Network Management Protocol (SNMP) traps.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0887
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User Response
Information only; no action is required.

000160DA : Ethernet over USB interface for [arg1] was disabled by user ID [arg2] from [arg3] at IP

address [arg4].

The specified user has disabled the Ethernet over USB interface setting.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0906

User Response
Information only; no action is required.
000160DB : FTP server was disabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has disabled File Transfer Protocol (FTP).
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0910

User Response
Information only; no action is required.

000160DC : TFTP server was disabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has disabled Trivial File Transfer Protocol (TFTP).
Severity
Informational

Serviceable
No

Automatically notify support
No
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Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0912

User Response
Information only; no action is required.
e 000160DD : SFTP server was disabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has disabled Secure File Transfer Protocol (SFTP).
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0914

User Response
Information only; no action is required.
e (000160DE : NTP server was disabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has disabled Network Time Protocol (NTP).
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0916

User Response
Information only; no action is required.
e (000160DF : SLP service was disabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has disabled The Service Location Protocol (SLP) service.

Severity
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Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0918

User Response
Information only; no action is required.

000160EO : Web session has timed out for user [arg1].

Web session has timed out for the specified user.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0746

User Response
Information only; no action is required.

000160E1 : Web server port was disabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has disabled the Web server port.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0920
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User Response
Information only; no action is required.
e (000160F0 : The installed externally signed SSL server certificate will expire on [arg1] and should be
renewed or replaced immediately.

CMM security code has determined the externally signed SSL server certificate will expire in 10 days or
less. The expiration date will be passed each time this event is logged. Failure to renew or replace this
certificate will cause SSL clients to refuse connections to the CMM SSL servers.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0789

User Response
View the associated certificate at Mgt Module Management->Security->SSL Server Certificate-
>CMM SSL Server Certificate status: View Externally Signed Server Certificate. From same form use:
"CMM Externally Signed SSL Server Certificate and Bundled Chain of Trust", to add renewed or new
SSL server certificate immediately.
e (000160F1 : The installed externally signed SSL server certificate has expired as of [arg1]. Renew or
replace this certificate immediately.

CMM security code has determined the externally signed SSL server certificate is expired. Clients
connecting to the CMM will be forced to accept an untrusted connection which they may refuse to do
based on policy.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0790

User Response
Use the following CMM form to renew the externally signed SSL server immediately and then import
to restore client trust of CMM SSL servers. Mgt Module Management->Security->SSL Server
Certificate-> "CMM Externally Signed SSL Server Certificate and Bundled Chain of Trust"
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000160F2 : The installed externally signed LDAP client certificate will expire on [arg1] and should
be renewed or replaced immediately.

CMM security code has determined the externally signed LDAP client certificate will expire in 10 days or
less. The expiration date will be passed each time this event is logged. Failure to renew or replace this
certificate will cause the LDAP server to refuse connections via the CMM LDAP client.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0791

User Response
You can view the associated certificate at Mgt Module Management->Security->LDAP Client
Security->Signed LDAP Certificate status: View From same form use: "Generate and Import
Externally Signed LDAP Client and Intermediate Certificate" button to add renewed or new LDP
server certificate immediately.

000160F3 : The installed externally signed LDAP client certificate has expired as of [arg1]. Renew

or replace this certificate immediately.

CMM security code has determined the externally signed LDAP client certificate is expired. LDAP servers
requiring the CMM LDAP client to present a signed certificate will be forced to accept an untrusted
connection which they may refuse to do based on policy.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0792

User Response
Use the following CMM form to renew the externally signed LDAP client certificate immediately and
then import to restore LDAP server trust of the CMM LDAP client. Mgt Module Management-
>Security->LDAP Client Security-> "Generate and Import Externally Signed LDAP Client and
Intermediate Certificate"

000160F4 : The SSL server certificate mode has been changed to [arg1] signed by user ID [arg2]

from [arg3] at IP address [arg4].
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The specified user changed the SSL server certificate mode to internally or externally.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0803

User Response
Information only; no action is required.
e (000160F5 : A new externally signed SSL [arg1] certificate with common name [arg2] has been
installed by user ID [arg3] from [arg4] at IP address [arg5].

The specified user installed a new externally specified signed SSL certificate with the specified common
name.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0804

User Response
Information only; no action is required.
e (000160F6 : External LDAP server CRL checking has been [arg1] by user ID [arg2] from [arg3] at IP
address [arg4].

The specified user changed the external LDAP Server CRL ( Certificate Revocation List ) checking to
enabled or disabled.
Severity

Informational

Serviceable
No

Automatically notify support
No
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Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0805

User Response
Information only; no action is required.
000160F7 : CRL [arg1] has been [arg2] by user ID [arg3] from [arg4] at IP address [arg5].

The specified user imported or deleted the specified CRL ( Certificate Revocation List).

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0806

User Response

Information only; no action is required.
000160F8 : The external LDAP server certificate with serial [arg1] was found on CRL [arg2], is no
longer trusted and is revoked.

The external LDAP server certificate with the specified serial was found on the specified CRL ( Certificate
Revocation List ) and is no longer trusted and is revoked.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0807

User Response
The LDAP server certificate must be updated to re-establish trust with CMM LDAP client.
000160F9 : Certificate using SHA1 hashing algorithm detected on Chassis Management Module.

Certificate using SHA1 hashing algorithm detected on Chassis Management Module.
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Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0863

User Response
Browsers may not trust certificates using SHA1 hashing algorithm. It is reccomended that all
certificates to use SHA256 hashing algorithm. Please regenerate all certificates using SHA256
hashing algorithm.
¢ 000160FA : Encapsulation mode was enabled on Chassis Management Module by user ID [arg1]
from [arg2] at IP address [arg3].

The specified user changed encapsulation mode to enabled on Chassis Management Module.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0872

User Response
Information only; no action is required.
e 000160FB : Encapsulation mode was disabled on Chassis Management Module by user ID [arg1]
from [arg2] at IP address [arg3].

The specified user changed encapsulation mode to disabled on Chassis Management Module.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)
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SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0873

User Response
Information only; no action is required.
e 00016100 : Login failed because of expired password for user [arg1] from [arg2] at IP address
[arg3].

The specified user cannot log in because the password has expired. Users (except SNMP and FTP users)
will be prompted to change their passwords.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0628

User Response
Information only; no action is required.
e 00016101 : The SNMPv3 authentication protocol must be specified for SNMP users.

The security settings have been changed. Passwords are now required for all users. SNMPV3 users must
specify authentication protocols.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0233

User Response
Each user must specify a password. Each SNMPv3 user must specify an authentication protocol (it
cannot be set to None).
e 00016102 : Login failed because of a noncompliant password for user [arg1].
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The password that is used to log in to the specified user account no longer meets the requirements for a
password. Users (except SNMP and FTP users) will be prompted to change their passwords.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0153

User Response
Information only; no action is required.
e 00016106 : Remote login failed for user [arg1] from [arg2] at IP address [arg3] because all the
external LDAP servers are unreachable.

The specified user cannot log in because all the external LDAP servers are unreachable.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0691

User Response
Information only; no action is required.
e 00016107 : Account has been locked for user [arg1] since [arg2].

The specified user account has been locked because of too many failed login attempts.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)
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SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0700

User Response
Information only; no action is required.
00016109 : Account created for user [arg1] from USB Key.

The specified user account has been automatically created from USB Key attached to the Chassis
Management Module (CMM). This occurs when there are zero accounts left on the CMM or all of the
existing accounts are locked out. The account credentials are read from a pre-determined file on the USB
key.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0687

User Response

Information only; no action is required.
00016110 : All local CMM user accounts have been disabled because the CMM was placed in
central management mode by user ID [arg1] from [arg2] at IP address [arg3].

The CMM was placed into central management mode by the specified user. Consequently, all local user
accounts that were previously defined on the CMM are now disabled and locked.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0433

User Response

Information only; no action is required.
00016111 : All local CMM user accounts have been enabled because the CMM was taken out of
central management mode by user ID [arg1] from [arg2] at IP address [arg3].
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The CMM was taken out of central management mode by the specified user. Consequently, all local user
accounts that were previously defined on the CMM have been re-enabled and unlocked.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0434

User Response
Information only; no action is required.
e 00016112 : Node Account created for user [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has created the specified centrally managed node account.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0843

User Response
Information only; no action is required.
e 00016113 : Node Account deleted for user [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has deleted the specified centrally managed node account.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
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mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0844

User Response
Information only; no action is required.
00016114 : All Node Accounts deleted by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has deleted all centrally managed node accounts.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0845

User Response

Information only; no action is required.
00016120 : Node bay [arg1] node name was changed to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user has changed the vital product data in the node.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0059

User Response

Information only; no action is required.
00016124 : Default account password must be changed on next login setting was disabled by user
ID [arg1] from [arg?2] at IP address [arg3].

The specified user has disabled the "Factory default 'USERID' account password must be changed on
next login" setting. This setting determines that the USERID account must not change the password the
next time the password is used to log in to the Chassis Management Module.
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Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0981

User Response
Information only; no action is required.
e 00016126 : Complex password rules setting was disabled by user ID [arg1] from [arg2] at IP
address [arg3].

The specified user has disabled the "Complex password rules" setting. This setting determines the type of
password that is acceptable.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0983

User Response
Information only; no action is required.
e 00016128 : Force user to change password on first login setting was disabled by user ID [arg1]
from [arg2] at IP address [arg3].

The specified user has disabled the "Force user to change password on first access" setting. The user
must not change the password the next time the user logs in to the Chassis Management Module.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)
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SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0985

User Response
Information only; no action is required.
00016201 : Node bay data for node bay [arg1] uploaded to Chassis Management Module.

Bay data for the specified node bay has been uploaded to the Chassis Management Module (CMM). This
data is stored in the CMM nonvolatile RAM (NVRAM) and is associated with the node bay.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0564

User Response
Information only; no action is required.
00016202 : Node bay data for node bay [arg1] uploaded to Chassis Management Module.

Bay data for the specified node bay has been uploaded to the Chassis Management Module (CMM). This
data is stored in the CMM nonvolatile RAM (NVRAM) and is associated with the node bay.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0564

User Response
Information only; no action is required.
00016203 : Node bay data for node bay [arg1] uploaded to Chassis Management Module.

Bay data for the specified node bay has been uploaded to the Chassis Management Module (CMM). This
data is stored in the CMM nonvolatile RAM (NVRAM) and is associated with the node bay.
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Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0564

User Response
Information only; no action is required.
e 00016204 : Node bay data for node bay [arg1] uploaded to Chassis Management Module.

Bay data for the specified node bay has been uploaded to the Chassis Management Module (CMM). This
data is stored in the CMM nonvolatile RAM (NVRAM) and is associated with the node bay.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0564

User Response
Information only; no action is required.
e 00016205 : Node bay data for node bay [arg1] uploaded to Chassis Management Module.

Bay data for the specified node bay has been uploaded to the Chassis Management Module (CMM). This
data is stored in the CMM nonvolatile RAM (NVRAM) and is associated with the node bay.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS
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CIM Information
Prefix: CMM ID: 0564

User Response
Information only; no action is required.
00016206 : Node bay data for node bay [arg1] uploaded to Chassis Management Module.

Bay data for the specified node bay has been uploaded to the Chassis Management Module (CMM). This
data is stored in the CMM nonvolatile RAM (NVRAM) and is associated with the node bay.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0564

User Response
Information only; no action is required.
00016207 : Node bay data for node bay [arg1] uploaded to Chassis Management Module.

Bay data for the specified node bay has been uploaded to the Chassis Management Module (CMM). This
data is stored in the CMM nonvolatile RAM (NVRAM) and is associated with the node bay.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0564

User Response
Information only; no action is required.
00016208 : Node bay data for node bay [arg1] uploaded to Chassis Management Module.

Bay data for the specified node bay has been uploaded to the Chassis Management Module (CMM). This
data is stored in the CMM nonvolatile RAM (NVRAM) and is associated with the node bay.

Severity
Informational
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Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0564

User Response
Information only; no action is required.
e 00016209 : Node bay data for node bay [arg1] uploaded to Chassis Management Module.

Bay data for the specified node bay has been uploaded to the Chassis Management Module (CMM). This
data is stored in the CMM nonvolatile RAM (NVRAM) and is associated with the node bay.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0564

User Response
Information only; no action is required.
e (0001620A : Node bay data for node bay [arg1] uploaded to Chassis Management Module.

Bay data for the specified node bay has been uploaded to the Chassis Management Module (CMM). This
data is stored in the CMM nonvolatile RAM (NVRAM) and is associated with the node bay.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0564
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User Response
Information only; no action is required.
0001620B : Node bay data for node bay [arg1] uploaded to Chassis Management Module.

Bay data for the specified node bay has been uploaded to the Chassis Management Module (CMM). This
data is stored in the CMM nonvolatile RAM (NVRAM) and is associated with the node bay.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0564

User Response
Information only; no action is required.
0001620C : Node bay data for node bay [arg1] uploaded to Chassis Management Module.

Bay data for the specified node bay has been uploaded to the Chassis Management Module (CMM). This
data is stored in the CMM nonvolatile RAM (NVRAM) and is associated with the node bay.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0564

User Response
Information only; no action is required.
0001620D : Node bay data for node bay [arg1] uploaded to Chassis Management Module.

Bay data for the specified node bay has been uploaded to the Chassis Management Module (CMM). This
data is stored in the CMM nonvolatile RAM (NVRAM) and is associated with the node bay.
Severity

Informational

Serviceable
No
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Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0564

User Response
Information only; no action is required.
e (0001620E : Node bay data for node bay [arg1] uploaded to Chassis Management Module.

Bay data for the specified node bay has been uploaded to the Chassis Management Module (CMM). This
data is stored in the CMM nonvolatile RAM (NVRAM) and is associated with the node bay.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Nodes (Informational)

SNMP Trap ID
mmTrapBladeS

CIM Information
Prefix: CMM ID: 0564

User Response
Information only; no action is required.
e 00016301 : Node bay data for node bay [arg1] changed by user ID [arg2] from [arg3] at IP address
[arg4].

The specified user has changed the node bay data for the specified node.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0565

User Response
Information only; no action is required.
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e 00016302 : Node bay data for node bay [arg1] changed by user ID [arg2] from [arg3] at IP address
[arg4].

The specified user has changed the node bay data for the specified node.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0565

User Response
Information only; no action is required.
e 00016303 : Node bay data for node bay [arg1] changed by user ID [arg2] from [arg3] at IP address

[arg4].
The specified user has changed the node bay data for the specified node.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0565

User Response
Information only; no action is required.
e 00016304 : Node bay data for node bay [arg1] changed by user ID [arg2] from [arg3] at IP address

[arg4].
The specified user has changed the node bay data for the specified node.
Severity

Informational

Serviceable
No

Automatically notify support
No
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Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0565

User Response
Information only; no action is required.
e 00016305 : Node bay data for node bay [arg1] changed by user ID [arg2] from [arg3] at IP address

[arg4].

The specified user has changed the node bay data for the specified node.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0565

User Response
Information only; no action is required.
e 00016306 : Node bay data for node bay [arg1] changed by user ID [arg2] from [arg3] at IP address
[arg4].

The specified user has changed the node bay data for the specified node.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemoteloginS

CIM Information
Prefix: CMM ID: 0565

User Response
Information only; no action is required.
e 00016307 : Node bay data for node bay [arg1] changed by user ID [arg2] from [arg3] at IP address
[arg4].
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The specified user has changed the node bay data for the specified node.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0565

User Response
Information only; no action is required.
00016308 : Node bay data for node bay [arg1] changed by user ID [arg2] from [arg3] at IP address

[arg4].
The specified user has changed the node bay data for the specified node.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0565

User Response
Information only; no action is required.
00016309 : Node bay data for node bay [arg1] changed by user ID [arg2] from [arg3] at IP address

[arg4].
The specified user has changed the node bay data for the specified node.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)
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SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0565

User Response
Information only; no action is required.
e 0001630A : Node bay data for node bay [arg1] changed by user ID [arg2] from [arg3] at IP address

[arg4].

The specified user has changed the node bay data for the specified node.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0565

User Response
Information only; no action is required.
e 0001630B : Node bay data for node bay [arg1] changed by user ID [arg2] from [arg3] at IP address

[arg4].
The specified user has changed the node bay data for the specified node.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0565

User Response
Information only; no action is required.
e 0001630C : Node bay data for node bay [arg1] changed by user ID [arg2] from [arg3] at IP address

[arg4].

The specified user has changed the node bay data for the specified node.
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Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0565

User Response

Information only; no action is required.
0001630D : Node bay data for node bay [arg1] changed by user ID [arg2] from [arg3] at IP address
[arg4].

The specified user has changed the node bay data for the specified node.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0565

User Response
Information only; no action is required.
0001630E : Node bay data for node bay [arg1] changed by user ID [arg2] from [arg3] at IP address

[arg4].
The specified user has changed the node bay data for the specified node.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS
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CIM Information
Prefix: CMM ID: 0565

User Response
Information only; no action is required.
e 00016310 : SLP mode successfully changed to [arg1] by user ID [arg2] from [arg3] at IP address

[arg4].

The specified user has changed the address type of the Service Location Protocol (SLP) server.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0380

User Response
Information only; no action is required.
e 00016311 : SLP address successfully changed to [arg1] by user ID [arg2] from [arg3] at IP address
[arg4].

The specified user has changed the IP address of the Service Location Protocol (SLP) server.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0381

User Response
Information only; no action is required.
e 00016400 : Invalid encryption keys detected. Regenerating encryption keys. Verify local login
profile configurations.

The Chassis Management Module has detected that encryption keys are not valid. It will regenerate
encryption keys.

Severity
Informational
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Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0459

User Response
Information only; no action is required.

00016410 : SNMP system contact name changed to [arg1] by user ID [arg2] from [arg3] at IP

address [arg4].

The specified user has changed the SNMP system contact name.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0290

User Response
Information only; no action is required.

00016411 : SNMP system location changed to [arg1] by user ID [arg2] from [arg3] at IP address

[arg4].
The specified user has changed the SNMP system location.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0291

Chapter 4. Troubleshooting the chassis

219



User Response
Information only; no action is required.
e 00016412 : SNMPv1 community [arg1] IP address or host name [arg2] changed to [arg3] by user ID
[arg4] from [arg5] at IP address [arg6].

The specified user has changed the host name or IP address that is associated with an SNMP version 1
community.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0292

User Response
Information only; no action is required.
e 00016413 : Domain name service (DNS) enabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has activated the DNS service.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0293

User Response
Information only; no action is required.
e 00016414 : Domain name service (DNS) disabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has deactivated the DNS service.

Severity
Informational

Serviceable
No

Automatically notify support
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No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0294

User Response
Information only; no action is required.

00016415 : Domain name service (DNS) IP address [arg1] changed to [arg2] by user ID [arg3] from

[arg4] at IP address [arg5].

The specified user has changed a DNS host name value.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0295

User Response
Information only; no action is required.

00016416 : TCP/IP host table entry [arg1] host name value changed to [arg2] by user ID [arg3] from

[arg4] at IP address [arg5].

The specified user has changed the Chassis Management Module host name of an entry in the TCP/IP

host table.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0296

User Response
Information only; no action is required.
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e 00016418 : SMTP server name or IP address changed to [arg1] by user ID [arg2] from [arg3] at IP
address [arg4].

The specified user has changed the SMTP server host name or IP address.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0298

User Response
Information only; no action is required.
e 00016419 : SMTP customer selectable email content value changed to [arg1] by user ID [arg2] from
[arg3] at IP address [arg4].

The specified user has changed the SMTP client selectable email content value.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0299

User Response
Information only; no action is required.
e (0001641A : Ping IP address changed to [arg1] by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has changed the ping host IP address.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
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User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0300

User Response

Information only; no action is required.
0001641B : Ping timeout value changed to [arg1] seconds by user ID [arg2] from [arg3] at IP
address [arg4].

The specified user has changed the ping timeout value.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0301

User Response

Information only; no action is required.
0001641C : LDAP server [arg1] host name or IP address changed to [arg2] by user ID [arg3] from
[arg4] at IP address [arg5].

The specified user has changed the host name or IP address of an LDAP server.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0302

User Response

Information only; no action is required.
0001641D : LDAP server [arg1] port number changed to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user has changed the port number of the LDAP client to connect to an LDAP server.
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Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0303

User Response
Information only; no action is required.
e (0001641E : LDAP root directory entry distinguished name (DN) changed to [arg1] by user ID [arg2]
from [arg3] at IP address [arg4].

The specified user has changed the root distinguished name that is used by the LDAP client.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0304

User Response
Information only; no action is required.
e (0001641F : LDAP user directory search base distinguished name (DN) changed to [arg1] by user ID
[arg2] from [arg3] at IP address [arg4].

The specified user has changed the base distinguished name that is used by the LDAP client for user
searches.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
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mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0305

User Response

Information only; no action is required.
00016420 : LDAP group search base distinguished name (DN) changed to [arg1] by user ID [arg2]
from [arg3] at IP address [arg4].

The specified user has changed the base distinguished name that is used by the LDAP client for group
searches.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0306

User Response
Information only; no action is required.
00016421 : LDAP SSL use set to [arg1] (enabled) by user ID [arg2] from [arg3] at IP address [arg4].

The LDAP client is configured to use Secure Sockets Layer (SSL) as the connection method to LDAP
servers.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0307

User Response
Information only; no action is required.
00016422 : LDAP SSL use set to [arg1] (disabled) by user ID [arg2] from [arg3] at IP address [arg4].

The LDAP client is not configured to use Secure Sockets Layer (SSL) as the connection method to LDAP
servers.
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Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0308

User Response
Information only; no action is required.
e 00016423 : LDAP client binding method changed to [arg1] by user ID [arg2] from [arg3] at IP
address [arg4].

The specified user has changed the binding method that is used by the LDAP client.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0309

User Response
Information only; no action is required.
e 00016424 : LDAP client distinguished name (DN) changed to [arg1] by user ID [arg2] from [arg3] at
IP address [arg4].

The specified user has changed the distinguished name that is used by the LDAP client to bind to the
LDAP server.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
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mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0310

User Response
Information only; no action is required.
00016425 : LDAP client password changed by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has changed the password that is used by the LDAP client to authenticate to the LDAP
server.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0311

User Response

Information only; no action is required.
00016426 : LDAP group filter value was changed to [arg1] by user ID [arg2] from [arg3] at IP
address [arg4].

The specified user has changed the LDAP client group filter value.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0677

User Response

Information only; no action is required.
00016427 : LDAP user ID search attribute value changed to [arg1] by user ID [arg2] from [arg3] at IP
address [arg4].

The specified user has changed the LDAP client user ID search attribute value.

Severity
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Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0313

User Response
Information only; no action is required.
e 00016428 : LDAP server address detection method set to [arg1] by user ID [arg2] from [arg3] at IP
address [arg4].

The specified user has changed the method that is used by the LDAP client to select an LDAP service
host.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0314

User Response
Information only; no action is required.
e 00016429 : LDAP login permissions attribute changed to [arg1] by user ID [arg2] from [arg3] at IP
address [arg4].

The specified user has changed the login permission attribute value that is used by the LDAP client.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS
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CIM Information
Prefix: CMM ID: 0315

User Response

Information only; no action is required.
0001642A : LDAP authentication domain value changed to [arg1] by user ID [arg2] from [arg3] at IP
address [arg4].

The specified user has changed the authentication domain value that is used by the LDAP client.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0316

User Response

Information only; no action is required.
0001642B : LDAP role based security model set to [arg1] (enabled) by user ID [arg2] from [arg3] at
IP address [arg4].

The specified user has enabled the use of role-based security by the LDAP client.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0317

User Response

Information only; no action is required.
0001642C : LDAP role based security model set to [arg1] (disabled) by user ID [arg2] from [arg3] at
IP address [arg4].

The specified user has disabled the use of role-based security by the LDAP client.

Severity
Informational
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Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0318

User Response
Information only; no action is required.
e 0001642D : LDAP server role based security target name value changed to [arg1] by user ID [arg2]
from [arg3] at IP address [arg4].

The specified user has changed the role-based security target name that is used for the LDAP server by
the LDAP client.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0319

User Response
Information only; no action is required.
¢ 0001642E : Advanced failover IP mode disabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has disabled advanced failover IP mode.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemoteloginS

CIM Information
Prefix: CMM ID: 0320

230 Lenovo Flex System Enterprise Chassis Installation and Service Guide



User Response

Information only; no action is required.
0001642F : Advanced failover IP mode set to not swap IP addresses between the standby and
primary Chassis Management Modules by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has set advanced failover IP mode. If the primary Chassis Management Module (CMM)
fails, the primary CMM and the standby CMM will retain their IP addresses. IP addresses will not be
swapped during failover.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0322

User Response

Information only; no action is required.
00016430 : Advanced failover IP mode set to swap IP addresses between the standby and primary
Chassis Management Modules by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has set advanced failover IP mode. If the primary Chassis Management Module (CMM)
fails, IP addresses will be swapped between the primary CMM and the standby CMM.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
User activity (Informational)

SNMP Trap ID
mmTrapRemotelLoginS

CIM Information
Prefix: CMM ID: 0321

User Response
Information only; no action is required.
00016500 : File transfer failed for user [arg1] from [arg2]. [arg3].

The file cannot be transferred to the Chassis Management Module. This local file is typically used to store
switch firmware for later distribution or service data information.

Severity
Informational
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Serviceable
Yes

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0462

User Response
Complete the following steps until the problem is solved:

1. Make sure that you have entered the file name correctly and that permissions have been set
correctly.

2. Make sure that the file is visible on the network.

3. Make sure that the Chassis Management Module (CMM) has sufficient space to store the file. In
the CMM user interface, click "Mgt Module Management" and "File Management" to display
information about how much space is available. A list of files that can be deleted to make more
space is also displayed.

4. Try to transfer the data again.
e 00016601 : VLAN Global enabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has enabled Global VLAN. VLAN support can be enabled or disabled globally.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0720

User Response
Information only; no action is required.
e 00016602 : VLAN Gilobal disabled by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has disabled Global VLAN. VLAN support can be enabled or disabled globally.
Severity
Informational

Serviceable
No

Automatically notify support
No
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Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0721

User Response
Information only; no action is required.
00016603 : VLAN configuration committed by user ID [arg1] from [arg2] at IP address [arg3].

The specified user has committed the temporary VLAN configuration.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0722

User Response

Information only; no action is required.
00016604 : VLAN temporary commit timeout changed [arg1] by user ID [arg2] from [arg3] at IP
address [arg4].

The specified user has changed the VLAN configuration timeout after which the temporary configuration
expires.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0723

User Response

Information only; no action is required.
00016605 : VLAN temporary commit timeout has expired. Reverted to the last commited VLAN
configuration.
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The VLAN temporary commit timeout has expired. Reverted to the last commited VLAN configuration.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0724

User Response
Information only; no action is required.
e (0001660A : VLAN [arg1] SOL feature was enabled by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has enabled the SOL feature on the specified VLAN entry.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0934

User Response
Information only; no action is required.
e 0001660B : VLAN [arg1] SOL feature was disabled by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has disabled the SOL feature on the specified VLAN entry.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS
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CIM Information
Prefix: CMM ID: 0935

User Response
Information only; no action is required.
0001660C : VLAN [arg1] Tagging feature was enabled by user ID [arg2] from [arg3] at IP address

[arg4].
The specified user has enabled the Tagging feature on the specified VLAN entry.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0936

User Response

Information only; no action is required.
0001660D : VLAN [arg1] Tagging feature was disabled by user ID [arg2] from [arg3] at IP address
[arg4].

The specified user has disabled the Tagging feature on the specified VLAN entry.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0937

User Response

Information only; no action is required.
0001660E : VLAN [arg1] has IPv4 address changed to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user has changed the IPv4 address of the CMM VLAN entry configuration.

Severity
Informational
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Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0729

User Response
Information only; no action is required.
e (0001660F : VLAN [arg1] has IPv4 mask changed to [arg2] by user ID [arg3] from [arg4] at IP address

[arg5].
The specified user has changed the IPv4 mask of the CMM VLAN entry configuration.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0730

User Response
Information only; no action is required.
e 00016610 : VLAN [arg1] has IPv4 gateway changed to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user has changed the IPv4 gateway address of the CMM VLAN entry configuration.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0731
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User Response
Information only; no action is required.
00016611 : VLAN [arg1] has vlan ID changed to [arg2] by user ID [arg3] from [arg4] at IP address

[arg5].
The specified user has changed the VLAN ID of the CMM VLAN entry.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0732

User Response
Information only; no action is required.
00016612 : VLAN [arg1] has name changed to [arg2] by user ID [arg3] from [arg4] at IP address

[arg5].
The specified user has changed the name of the CMM VLAN entry.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0733

User Response

Information only; no action is required.
00016613 : VLAN [arg1] has Tagging changed to [arg2] by user ID [arg3] from [arg4] at IP address
[arg5].

The specified user has changed the tagging configuration of the CMM VLAN entry to tagged/untagged.

Severity
Informational

Serviceable
No
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Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0735

User Response
Information only; no action is required.
e 00016614 : VLAN [arg1] state was restarted by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has restarted the state of the specified CMM VLAN entry.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0958

User Response
Information only; no action is required.
e 00016615 : VLAN [arg1] has subnet route 1 changed to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user has changed the IPv4 subnet route 1 address of the CMM VLAN entry configuration.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0736

User Response
Information only; no action is required.
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00016616 : VLAN [arg1] has subnet route 2 changed to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user has changed the IPv4 subnet route 2 address of the CMM VLAN entry configuration.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0737

User Response

Information only; no action is required.
00016617 : VLAN [arg1] has subnet route 3 changed to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user has changed the IPv4 subnet route 3 address of the CMM VLAN entry configuration.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0738

User Response

Information only; no action is required.
00016618 : VLAN [arg1] has subnet route mask 1 changed to [arg2] by user ID [arg3] from [arg4] at
IP address [arg5].

The specified user has changed the IPv4 subnet route mask 1 address of the CMM VLAN entry
configuration.
Severity

Informational

Serviceable
No

Automatically notify support
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No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0739

User Response
Information only; no action is required.
e 00016619 : VLAN [arg1] has subnet route mask 2 changed to [arg2] by user ID [arg3] from [arg4] at
IP address [arg5].

The specified user has changed the IPv4 subnet route mask 2 address of the CMM VLAN entry
configuration.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0740

User Response
Information only; no action is required.
e (0001661A : VLAN [arg1] has subnet route mask 3 changed to [arg2] by user ID [arg3] from [arg4] at
IP address [arg5].

The specified user has changed the IPv4 subnet route mask 3 address of the CMM VLAN entry
configuration.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0741

User Response
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Information only; no action is required.
e 0001661B : VLAN [arg1] has IPv6 subnet route 1 changed to [arg2] by user ID [arg3] from [arg4] at
IP address [arg5].

The specified user has changed the IPv6 subnet route 1 address of the CMM VLAN entry configuration.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0762

User Response
Information only; no action is required.
e 0001661C : VLAN [arg1] has IPv6 subnet route 2 changed to [arg2] by user ID [arg3] from [arg4] at
IP address [arg5].

The specified user has changed the IPv6 subnet route 2 address of the CMM VLAN entry configuration.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0763

User Response
Information only; no action is required.
e 0001661D : VLAN [arg1] has IPv6 subnet route 3 changed to [arg2] by user ID [arg3] from [arg4] at
IP address [arg5].

The specified user has changed the IPv6 subnet route 3 address of the CMM VLAN entry configuration.

Severity
Informational

Serviceable
No

Automatically notify support

Chapter 4. Troubleshooting the chassis 241



No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0764

User Response
Information only; no action is required.
e (0001661E : VLAN [arg1] has IPv6 subnet route prefix length 1 changed to [arg2] by user ID [arg3]
from [arg4] at IP address [arg5].

The specified user has changed the IPv6 subnet route prefix length 1 of the CMM VLAN entry
configuration.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0765

User Response
Information only; no action is required.
e (0001661F : VLAN [arg1] has IPv6 subnet route prefix length 2 changed to [arg2] by user ID [arg3]
from [arg4] at IP address [arg5].

The specified user has changed the IPv6 subnet route prefix length 2 of the CMM VLAN entry
configuration.
Severity

Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0766

User Response
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Information only; no action is required.
e 00016620 : VLAN [arg1] has IPv6 subnet route prefix length 3 changed to [arg2] by user ID [arg3]
from [arg4] at IP address [arg5].

The specified user has changed the IPv6 subnet route prefix length 2 of the CMM VLAN entry
configuration.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0767

User Response
Information only; no action is required.
e 00016621 : VLAN [arg1] has IPv6 address changed to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user has changed the IPv6 address of the CMM VLAN entry configuration.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0772

User Response
Information only; no action is required.
e 00016622 : VLAN [arg1] has IPv6 prefix length changed to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user has changed the IPv6 prefix length of the CMM VLAN entry configuration.

Severity
Informational

Serviceable
No
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Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0773

User Response
Information only; no action is required.
e 00016623 : VLAN [arg1] has IPv6 gateway changed to [arg2] by user ID [arg3] from [arg4] at IP
address [arg5].

The specified user has changed the IPv6 gateway address of the CMM VLAN entry configuration.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0774

User Response
Information only; no action is required.
e 00016624 : VLAN [arg1] state was enabled by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has enabled the state of the specified CMM VLAN entry.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0959

User Response
Information only; no action is required.
e 00016625 : VLAN [arg1] state was disabled by user ID [arg2] from [arg3] at IP address [arg4].
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The specified user has disabled the state of the specified CMM VLAN entry.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0960

User Response
Information only; no action is required.
00016626 : VLAN [arg1] state was added by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has added the state of the specified CMM VLAN entry.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0961

User Response
Information only; no action is required.

00016627 : VLAN [arg1] state was deleted by user ID [arg2] from [arg3] at IP address [arg4].

The specified user has deleted the state of the specified CMM VLAN entry.

Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS
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CIM Information
Prefix: CMM ID: 0962

User Response
Information only; no action is required.
e 00016651 : VLAN [arg1] has changed to [arg2] by user ID [arg3] from [arg4] at IP address [arg5].

The specified user has enabled/disabled the specified VLAN node entry.
Severity
Informational

Serviceable
No

Automatically notify support
No

Alert Category
Chassis/System Management (Informational)

SNMP Trap ID
mmTrapChassisS

CIM Information
Prefix: CMM ID: 0726

User Response
Information only; no action is required.
e 00016652 : VLAN [arg1] has changed to [arg2] by user ID [arg3] from [arg4] at IP address [arg5].

The specified user has enabled/disabled the specified VLAN node entry.
Severity
Informational

Serviceable
No

Automatically notify supp